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OIIPEAEJIEHUSA

B HacrosiieM 10KyMEHTE UCIIONB3YIOTCS CIEAYIONINE TEPMUHBI U UX ONPEACTICHHUS.

ABTOMATH3MPOBAHHAS CHCTeMAa — CHUCTEMa, COCTOAIIAs M3 IEepCOHANa W KOMIUIEKCa
CPEACTB ABTOMATHU3ALMH €ro ACATEIHOCTH, pealu3ylollas HWH(POPMALMOHHYIO TEXHOJIOTHIO
BBITMIOJTHEHUS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTH(QUKAIUS OTNPABHUTE/SI JAHHBIX — IOJATBEPXKIEHUE TOrO, YTO OTIPABUTEIb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

be3onacHocTh NMEPCOHANBHBIX JAHHBIX — COCTOSHUE 3allUIICHHOCTH MEPCOHAIBHBIX
JMAHHBIX, XapaKTepu3yemMoe CIOCOOHOCTHIO  TOJb30BaTENEH, TEXHUYECKUX CPEICTB H
MH(POPMAITMOHHBIX TEXHOJIOTHH 00ecrednTh KOHQUACHIINATBHOCTD, IEJIOCTHOCTh U JIOCTYITHOCTD
NEePCOHATBHBIX JAHHBIX MpU UX 00paboTKe B MH(MOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAHHBIX.

BiokupoBaHne TepPCOHAJNBHBIX JaHHBIX — BpPEMEHHOE MpeKpalieHue coopa,
cUCcTeMaTH3allluy, HAKOIIJICHUsI, UCTIOJIb30BaHUs, PACIPOCTPAHEHHSI IEPCOHAIBHBIX JaHHBIX, B TOM
YHClie UX Mepeadm.

Bupyc (koMnbHOTEepHBIH, NPOrpaAMMHBIN) — HCIOJHSAEMbIA NPOrPAMMHBIM KOJA WJIH
MHTEpPIpPEeTUpYeMbld HA0Op MHCTPYKIMIA, OONagaronmii CBOWCTBAMH HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHust U camoBocnpon3BeneHus. Co3ganHbie TyOIuKaThl KOMIBIOTEPHOTO BUpYca He
BCETJa COBIQJAIOT C OPWUTHHAJIOM, HO COXPAHAIOT CHOCOOHOCTh K JajbHEHIIEMY
pacmpoCTpaHEeHUIO M CAMOBOCIIPOU3BEICHHUIO.

BpenonocHasi mporpamMma — T[porpamMma, TIpeIHa3HAYeHHAs [UIS OCYIIECTBIICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYMA U (WJIM) BO3ACHCTBUSA HAa NMEPCOHAIBLHBIC TaHHBIE WM PECYPChI
MH(GOPMAIIIOHHOW CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnomoraresibHble TeXHHUYeCKHE CPeICTBA M CHCTEMbl — TEXHUYECKHE CpPEICTBA U
CHCTEMbI, HE MpeIHa3HAauYeHHbIe Ui Hepenaur, 00pabOTKU U XpaHEHHs MEPCOHAIbHBIX JTaHHBIX,
YCTaHABIIMBAEMBIE COBMECTHO C TEXHUYECKUMH CPEIICTBAMH U CHCTEMaMH, MpeIHa3HAuYCHHBIMH
UIE  00pa0OTKM TIEPCOHANBHBIX JaHHBIX WM B TIOMEHICHUSX, B KOTOPBIX YCTaHOBIICHBI
MH(OPMAIMOHHBIE CUCTEMBI TIEPCOHATIBHBIX JAHHBIX.

JocTtynm B oOnepalMOHHYI cpedy KoMIbiTepa (MHPOPMALMOHHONH CHCTEMBI
NEePCOHAIBHBIX JAHHBIX) — TOJy4eHHEe BO3MOXKHOCTH 3aIlyCKa Ha BBINOJIHEHHE IITaTHBIX KOMaHI,
(yHKIMI, MpoLeyp ONEeparMOHHON CHCTeMBbl (YHUUTOKEHUs, KOIMPOBAHMs, MEPEMEILeHUs U T.I1.),
UCTIOJTHSIEMBIX (haiiyIOB MPHUKIIAIHBIX IPOrPAMM.

Joctyn k HHGOPMAaLMU — BO3MOXKHOCTb IOTy4eHHsI TH()OPMALIMK U €€ UCTIOJIb30BaHMUS.

3aky1a104HOe YCTPOIMCTBO — JIEMEHT CPEACTBA ChbeéMa MH(POPMAIIUH, CKPHITHO BHEAPSEMbIN
(3aKagpIBacMblii WJIM BHOCHMBIM) B MECTa BO3MOKHOTO CheMa HMHQpOpMaluy (B TOM YHCIE B
OrpakJieHue, KOHCTPYKIIMIO, 000pyI0BaHKe, IIPeIMEThI HHTEpPbepa, TPAHCIIOPTHBIE CPEZICTBA, a TAKKE B
TEXHUYIECKHE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH ).

3amumaemasi uHopmanusi — uHPOpPMAIWS, SBISIOMIANCS TPESIMETOM COOCTBEHHOCTH U
HOJUISKAIIAsT 3alUTEe B COOTBETCTBUM C TPEOOBAHMSIMH IMPABOBBIX JIOKYMEHTOB WIIM TPEeOOBAHUSIMY,
yCTaHaBJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALIHH.

HNnentnduxanus — npucBoeHue cyObeKTaM U OOBEKTaM JOCTyMa WACHTU(UKaTOpa U (Hn)
CpaBHEHHE NPEABBIIIEMOr0 HICHTU(HKATOpa C IIepeuHeM IPHUCBOSHHBIX WACHTU(PHKATOPOB.

NHpopMaTHBHBIN CHTHAJ — JJIEKTPUUYECKUE CHTHAIIBI, aKyCTUYECKHE, 3JIEKTPOMATHUTHBIE U
npyrie (GU3UYecKre TIONsl, 1O TapamMeTpamM KOTOPhIX MOXKET OBIThb PacKphbiTa KOH(HICHIMATIHHAS



uHpopmarys (TepcoHANbHBIEC JaHHbIe) 00padarbiBacMasi B MH(POPMALIMOHHOW CHCTEME TEePCOHATBHBIX
JTAHHBIX.

HNudopmanuonnas cucrema mepcoHanbHbIX JaHHBIX (UCIIAH) — uHOpMarmonHas
cucTeMa, MPEACTABISIONIass COOOW COBOKYIMHOCTb MEPCOHANBHBIX JAaHHBIX, COJACPXKAIIUXCA B
0a3e NaHHBIX, a TaKKe MHPOPMAITMOHHBIX TEXHOJIOTHA U TEXHUYECKUX CPEJCTB, MO3BOJISIOIINX
OCYIIECTBIISITh 00pabOTKY TaKUX [EPCOHANbHBIX JaHHBIX C HCIOJb30BAHUEM CPEICTB
aBTOMAaTHU3allK WM 0e3 HCIOJIb30BAHUSA TaKUX CPEICTB, UCIHOJb3yeMasi B 00pa3oBaTeIbHOM
YUPEXKICHUU.

HNudopmanuoHHble TEXHOJIOTHH — TPOLIECCHI, METO/IBI TIOKCKa, cOOpa, XpaHeHusl, 00paboTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHST MH(POPMALIMK M CLIOCOOBI OCYIIECTBICHUS! TAKHX IPOIIECCOB U
METO/IOB.

Hcnosb30Banne MepcOHANBHBIX JAHHBIX — JCUCTBUS (ONEpaluu) C MEPCOHATHHBIMU
JAHHBIMH, COBEpILIA€MbIE ONEPATOPOM B LEJSAX MPUHATHS PELICHUH WM COBEPIICHHS WHBIX
NENCTBUH, MOPOXKAAOIINX IOPUIANYECKUE TIOCTIEACTBUS B OTHOILIEHUU CyOBEKTa MEPCOHAIBHBIX
JaHHBIX WK APYTUX JUI JTU00 MHBIM O00pa3oM 3aTparuBarolIMX IpaBa U CBOOOIBI CyOBEKTa
MEPCOHAIBHBIX JAHHBIX WU JAPYTUX JIHII.

Hcrounnk yrpo3sl 6e30nacHoCTH HHGOPMALMHN — CYOBEKT JOCTYIIA, MATEPUATHHBINA OOBEKT
Wil (usnyeckoe SIBJICHWE, SIBISFOIIMECS TPHYMHOM BO3HMKHOBEHHSI yrpo3bl  0E30MacHOCTH
uH(pOopMaLUH.

KonTposmpyemasi 30Ha — MPOCTPaHCTBO (TEPPUTOPUS, 31aHKE, YacTh 3[aHMs, TIOMEIICHHUE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJIMpPYEMOE IMpeObIBaHKE MOCTOPOHHMX JIMI, a TAKKE TPAHCIIOPTHBIX,
TEXHUUYECKHUX M MHBIX MaTEPUATTbHBIX CPEJICTB.

KonduaeHunaabHOCTh MEPCOHAJBHBIX JAHHBIX — 00s3arTelbHOE IS COONIOICHUS
OTepaTopoM WM WHBIM TMONYYMBIIMM JOCTYN K TEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHUE HE
JIOITYCKaTh WX PaclpoCTpaHeHHs 0e3 coryiachs CyObheKTa MEPCOHATBHBIX JAHHBIX WM HAJIMYUSI UHOTO
3aKOHHOTO OCHOBAHHSI.

Me:xceTeBoi IKPaH — JIOKATHHOE (OTHOKOMITOHEHTHOE) WK (DYHKITMOHATLHO-PACTIPEIENICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIMIAPaTHOE) CPEACTBO  (KOMIUIEKC), peam3yrolliee KOHTPOJb 32
uHpopmarme, mocryrnaroneii B WHOOPMAIMOHHYIO CHUCTEMY TEPCOHATBHBIX JAHHBIX U (WJIH)
BBIXOZAIIIEH N3 UH(POPMAIIMOHHON CUCTEMBI.

Hapyummreab 6e30nacHOCTH NMEPCOHAJBHBIX AAHHBIX — (M3HMUYECKOE JIMIIO, CITYYaifHO WIn
NpeTHaMEPEHHO COBEpILIAIOLIee JEHCTBUS, CIECTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
NEPCOHANBHBIX JIAHHBIX MPH MX 00pab0TKe TEXHUYECKMMH CPEICTBaMU B MH(OPMAIIMOHHBIX CHCTEMaXx
NEPCOHATBHBIX TAHHBIX.

HeaBromaTu3upoBanHasi 00padoTka TMEPCOHAJbHBLIX JJaHHBIX — 00paboTka
NEPCOHANBHBIX JaHHBIX, COJEPKAIMXCS B MH()OPMAIIMOHHOW CHUCTEME MEPCOHATBHBIX TaHHBIX
ar00 W3BJICYCHHBIX M3 TAaKOW CHCTEMBI, CUHUTAETCS OCYIIECTBICHHOW 03 HCIOIb30BaHUS
CPeACTB aBTOMATHM3alWU (HEaBTOMATU3WPOBAHHOMN), €CIM TaKHWe JIEHCTBHS C MEePCOHATLHBIMU
JAHHBIMM, KaK MCIIOJb30BaHUE, YTOUHEHHE, PAacCHpOCTPaHEHUE, YHHUUTOKEHUE IEPCOHATBHBIX
JTAHHBIX B OTHOLICHMM KaXKJOT'O M3 CyOBEKTOB MEPCOHAJIBHBIX JAHHBIX, OCYLIECTBISIOTCS MpU
HEMOCPEACTBEHHOM y4acTHUH YeIOBeKa.

HepekaapupoBaHHble BO3MOXKHOCTHM —  (YHKUIHOHAJIBHBIE BO3MOXKHOCTH  CpPEICTB
BBIUHCITUTEITLHON TEXHHKH, HE OIFICAHHBIC WITH HE COOTBETCTBYIOIIHE OITFICAHHBIM B JJOKYMEHTAIIUH, TIPH
WCTIOJIb30BaHUHM ~ KOTOPBIX BO3MOXKHO —HApyIIeHWE KOH(HICHIMATBHOCTH, JOCTYITHOCTH — WIIH
LIEJIOCTHOCTH 00pabaTeiBaeMoii HHQOpMaLIUK.



HecaHKIMOHMPOBAHHBIN J0CTYN (HeCAHKIMOHUPOBAHHBIC [IEHCTBHSI) — JOCTYI K
uHpOpMALIM WM JCHCTBHSA C MH(OpMAIMel, HapyIaloMe MpaBiia pasrpaHUYeHHUs] JIOCTYNa C
UCTIOJIb30BaHUEM  INTaTHBIX ~ CPEACTB, MPEIOCTABISIEMbIX  HMH(OPMAIIMOHHBIMH  CHCTEMaMH
NEPCOHAIbHBIX JaHHbIX.

Hocurear uHdopmanym — ¢u3uyueckoe JUIO WIM MarepuabHbIi OOBEKT, B TOM YMCIE
¢uzyeckoe 1nose, B KOTOpOM HMH(OpMAIMsl HaXOIUT CBOE OTPLKEHHE B BHIE CHUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKHUX DELIECHWH M IPOLECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK (PU3MUECKUX
BEJIMYMH.

O0e31MuMBaHMe MEPCOHAIBHBIX [JAaHHBIX — JICHCTBHs, B pe3yibTaTe KOTOPbIX
HEBO3MOXXHO OMNPEICTUTh MPUHAUICKHOCTh MEPCOHATIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIbHBIX JaHHbIX.

O0paGoTKka nepcoHAJBHBIX JAHHBIX — JCHCTBUA (ONepalum) ¢ NEepPCOHATBHBIMU JAHHBIMY,
BKJIFOYast cOOp, CHUCTEMATH3AIMIO, HAKOIUICHHE, XpaHEeHWe, yrouHeHue (OOHOBJICHHE, W3MEHEHHE),
UCIIOJIb30BAaHUE, PpACpOCTpaHeHWe (B TOM 4uCie Iepenady), OOe3IMYMBaHue, OJOKMPOBAHME,
YHUUTOKEHHE [IEPCOHATIBHBIX TaHHBIX.

OO0wmenocTynHbIe MEepCOHAJIbHbIE [aHHble — I[IEPCOHAJbHBIC JIAHHBIE, JOCTYII
HEOIPAaHMUYEHHOI'0 Kpyra JIUI K KOTOPbIM IPEJOCTaBJIEH C COIJIacHsl CyOBEKTa NEepCOHAIbHBIX
JAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C (pelepajbHbIMU 3aKOHAMU HE PacHpOCTPaHSAETCS
TpeGoBaHue COOMIOACHNS KOH(PUICHIINATHHOCTH.

Omnepartop (mepcoHANBHBIX JAHHBIX) — FOCYJAPCTBEHHBIA OpraH, MyHULIMITAIBHBIA OPraH,
IOPUIMYECKOe WM (DU3MUYECKOE JIMIIO, OpraHm3yromee W (WiIM) OCYIIECTBILIOIIEE 00paboTKy
HEPCOHANIBHBIX JIAHHBIX, a TaKKE OMpPEAEIIONIME LI U cofiepykaHue 00pabOTKU MEepCOHATbHBIX
JTAHHBIX.

IlepexBatr (uHopManmm) —  HENPaBOMEpPHOE  MOIydyeHHE  HHGPOpMALUU  C
UCIOJIb30BAHUEM TEXHHYECKOI'O CpEACTBA, OCYLIECTBISIOIIEr0 OOHApy)KeHUe, IpHeM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble HaHHbIEe — J1100as MHPOpPMAIMS, OTHOCSIIASCS K ONpEAEICHHOMY WU
OlpeneNnseMOMy Ha OCHOBaHMM Takoil uHpopmauuu ¢QuznueckoMy Jsuny (CyObeKTy
NEPCOHAIBHBIX JAHHBIX), B TOM YHCIIE ero (pamMuius, UMs, OTYECTBO, I'0JI, MECSII, AaTa U MECTO
pPOXJIEHUs, aJpec, ceMeilHoe, COIMaIbHOE, MMYILECTBEHHOE IIOJIOKEeHHe, O0Opa3oBaHue,
npodeccusi, 10X01bl, Apyras HH(OpMAIIHSL.

IToOouHbIe JJICKTPOMATHMTHBIC M3JYYECHHMS W HABOJAKH — DJEKTPOMarHUTHBIE
U3JTy4eHHUs] TEXHUUYECKHX CPEJCTB 00pabOTKM 3aluinaeMod MHGOpPMAaLUH, BO3HUKAIOLIME Kak
noOOYHOE SIBJIEHHE W BbI3BAHHBIC DJJICKTPUYECKHMMU CUTHAJaMHM, JCUCTBYIOLIMMH B HX
AIIEKTPUYECKUX M MArHUTHBIX LEMAX, a TaKXKe 3JIEKTPOMArHUTHBIE HABOJAKHU ATUX CUTHAJOB Ha
TOKOTIPOBO/ISIIINE JINHUU, KOHCTPYKIUH U LIENH MUTaHUS.

I[MosmTHKAa «YUCTOrO0 CTOJA» — KOMIUIEKC OPraHU3allMOHHBIX MEpONPHUSATHH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alMChIBaHUS Ha OyMa)kKHbIe HOCHTENIH KItouell U aTpuOyTOB
JocTyna (maposieil) 1 XpaHeHus: UX BOJTU3U 00bEKTOB JIOCTYTIA.

IHonb30BaTeabs HHMOPMALMOHHOW CHCTEMbl IMEPCOHAJBHBIX [JAHHBIX — JIUIO,
y4yacTByroIllee B (YHKIMOHUPOBAHUN HWH(POPMALMOHHONW CHCTEMbI NEPCOHAIBHBIX JaHHBIX WIIH
UCTIOJIB3YIOIIEe PE3YNIbTaThl €€ (DYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHu4eHusi JOCTYNA — COBOKYITHOCTh MPaBUJI, PErJIaMEHTUPYIOLINX MTpaBa
JIOCTYTIa CYOBEKTOB JIOCTyNa K 00bEeKTaM JI0CTyTIA.

IIporpamMmmHuas 3akjaaKa — KOJ POrpaMMbl, ITpeTHAMEPEHHO BHECEHHBII B MPOTrpaMMy ¢
LENbI0 OCYIECTBUTh YTE€UKY, HM3MEHHUTb, OJIOKHPOBATH, YHUUYTOXKHUTh HWH(MOPMALUIO WU



YHUYTOXXUTh U MOAM(DULIMPOBATH MpPOTrpaMMHOE obecrieueHue HH(POPMALMOHHON CHCTEMBI
NEPCOHAIBHBIX JAHHBIX U (MITM) OJIOKMPOBATH alapaTHbIE CPEICTBA.

IIporpaMmMHoe (MpOrpaMMHO-MaTeMAaTHYeCKOe) BO3/IeiiCTBHE — HECAaHKIIHOHUPOBAHHOE
BO3/ICHICTBUE HA PECYpPCHl aBTOMATU3HUPOBAHHON WH(POPMALIMOHHON CHCTEMBI, OCYILIECTBIIIEMOE C
UCII0JIb30BaHUEM BPEAOHOCHBIX IPOTrPAMM.

PackpbiTHEe NEPCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WM CIy4ailHOEe HapylleHHe
KOH(HIEHIIMATIBbHOCTH NEPCOHATIbHBIX JAHHBIX.

PacnpocTpaHeHue NepCcOHAJIBHBIX JAHHBIX — JCHCTBUSA, HalpaBlIECHHbIE Ha Iepeaavy
NEPCOHAIBHBIX JIaHHBIX OINPEJICJIEHHOMY KpYT'y JIUI] (Ilepefadya NepCOHaNbHbIX JaHHBIX) WU Ha
O3HAKOMJICHHE C TMEPCOHAIbHBIMH JAHHBIMA HEOTPAHWYEHHOTO Kpyra JHUI, B TOM 4YHUCIIE
00HapO/I0OBaHME TMEPCOHAIBHBIX JTAHHBIX B CPEACTBAaX MAcCOBOW MH(OpPMALIMHU, pasMelICHHE B
UH(POPMALIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CETAX  WMJIM  MPENOCTaBICHHE  JOCTyna K
NEPCOHATBHBIM JAaHHBIM KaKUM-JTHO0 UHBIM CIIOCOOOM.

Pecypc wuHpopManmuoHHOW cHCTEMbI — HMEHOBAHHBIA JJIEMEHT CHCTEMHOTIO,
HPUKJIAJHOTO WM allapaTHOro odecnedyeHus: PyHKIMOHUPOBAHUS HH(OPMAIIMOHHONW CHCTEMBL.

CpeacTBa BBIYHCIUTENbHOH TeXHHMKH — COBOKYIHOCTb IPOIPaMMHBIX U TEXHHYECKHX
3JIEMEHTOB CHUCTEM OOpalOTKU JAHHBIX, CIOCOOHBIX (DYHKLIMOHMPOBATh CaMOCTOATENIbHO WU B
COCTaB€ JAPYTUX CHCTEM.

Cy0bekT aocryna (cy0beKT) — JIMLIO WM MPOLECC, ISHCTBHS KOTOPOTO PErIaMEHTUPYIOTCS
NpaBUIAMHU PAa3TPAaHUYCHUS TOCTYIIA.

Texuuueckue cpeacTBa HHPOPMANMOHHOW CHUCTEMbI NEPCOHATbHBIX MAAHHBIX —
CPEICTBA BBIYMCIIUTEILHON TEXHUKH, MH(POPMAIOHHO-BBIYMCIIUTENIBHbIE KOMIUIEKChI U CETH, CPEACTBA U
CHCTEeMBI nepeaud, npuema U oOpabotku [1/[H (cpercTBa M cHCTEMBbl 3BYKO3AIUCH, 3BYKOYCHJIECHUS,
3BYKOBOCIIPOM3BE/ICHUSI, IIE€PETOBOPHbIE M TEJIEBM3MOHHBIE YCTPOICTBA, CPEACTBA W3TOTOBIICHMUS,
TUPAKUPOBAHUS JIOKYMEHTOB M JIpyrMe€ TEXHHUYECKUE CPEeICTBa OOpabOTKU peueBoH, Ipaddeckoi,
BUJICO- U OYyKBEHHO-IIM(PPOBON MHPOpMAIWK), MPOrPaAMMHBIE CPEICTBA (OMEpalMOHHBIE CHCTEMBI,
CHCTEMbl YNpaBlieHHs Oa3aMy JaHHBIX W T.I.), CPEACTBA 3alUTHl MH(POpPMALMM, NPUMEHSEMBIE B
MH(OPMAIMOHHBIX CUCTEMAX.

TexHuuyeckuii KaHajJd yTe4yKH HH(OPMALMM — COBOKYINHOCTh HOCHTENSI HH(pOpMAIN
(cpenctBa 00pabOTKM), (HM3UUECKON Cpeibl pacipoCTpaHeHHss MH()OPMATHBHOTO CUTHANA U CPEJICTB,
KOTOPBIMU JTOOBIBAETCs 3alyIaemMas nH(popMarus.

TpaHncrpaHnyHasi nepefaya MePCOHAJbHBIX JAHHBIX — Iepefada IepPCOHATbHBIX
JTAHHBIX orepaTtopoM depe3 ['ocynapcTBeHHyto rpanully Poccuiickoii @enepaiiuu opraty BIacTH
MHOCTPAHHOI'O TOCyNapcTBa, (U3MYECKOMY WIM IOPUAWYECKOMY JIMIy HHOCTPAHHOIO
rocyaapcTBna.

Yrpo3bl 0e30MacHOCTH NMePCOHAJBHBIX JAHHBIX — COBOKYIMHOCTh YCIOBUM U (haKTOpOB,
CO3JIAfOLIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITy4aifHOro, OCTYyIa K MEPCOHATbHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOrO MOXKET CTaTh YHUUTOKEHUE, N3MEHEHHE, OJIOKUPOBAHKE, KOMMPOBAHUE,
pactpocTpaHeHne MEPCOHATBHBIX JaHHBIX, a TAKXKE WHBIX HECAHKIIMOHMPOBAHHBIX JEHUCTBUM MpU UX
00paloTKe B MHPOPMALIMOHHOW CHCTEME NEPCOHATBHBIX JAHHBIX.

YHMYTOKEHHe MePCOHATbHBIX JTaHHBIX — JCHCTBUA, B PE3yJbTaTe KOTOPHIX HEBO3MOXHO
BOCCTaHOBUTBH COZIEP’KaHHE MEPCOHATBHBIX JAHHBIX B WH(OPMALMOHHOW CHCTEME MEPCOHAIBHBIX
JaHHBIX WM B PE3YJbTaTe KOTOPBIX YHHUUTOXKAIOTCSI MaTepHAIbHBIE HOCHUTEIH IEePCOHATBHBIX
JTAHHBIX.



Yreuka (3amumaemMoii) uHGopManuM N0 TEXHUYECKNM KAaHAJAM — HEKOHTPOJIMPYEMOE
pacripocTpanenre HH(GOpPMAIK OT HOCUTENIS 3alvIaeMoi HHPOpMAIK depe3 PU3NUEeCKyIo Cpey 10
TEXHUUYECKOTO CPEJICTBA, OCYILIECTRIIONIETO TIEpeXBaT HHGOPMAITUH.

Ysa3BuMocTb— €1a00CTh B CPEACTBAX 3ALIUTHI, KOTOPYIO MOXKHO HCIIOJIBb30BaTh ISl HApYIICHUS
CHCTEMbI WJIU COZIEprKalleiicsl B Hel nH(opMaluH.

LenocTtHocTh MHGpOpMANUM — CIOCOOHOCTh CPEACTBA BBIMMCIUTEILHON TEXHUKU WM
ABTOMATU3UPOBAHHOW CHUCTEMBI O0ECTICUMBATh HEM3MEHHOCTh MH(OpPMALMKM B YCIOBHSX CIYYaifHOTO
W/WJIM TIPETHAMEPEHHOTO UCKKEHHUS (pa3pyIeHHs ).



OBO3HAYEHUA U COKPALLIEHU A

ABC — anTHBUpYCHBIE CPECTBA

AC — aBTOMaTHU3MpOBaHHAsI CUCTEMA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnomoraresibHble TEXHUUECKHE CPEJICTBA U CUCTEMBI
NCII/IH — nadopMalimoHHast CHCTEMa ITePCOHATTBHBIX JaHHBIX
K3 — konTponmpyemas 30Ha

JIBC — nokasbHast BBIMMCIUTENbHAS CETh

MD — MexceTeBoi IKpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JOCTYII

OC — onepatmoHHas cucrema

OO — oOpa3oBaTenibHasl OpraHu3aLusl.

IT/1H — nepcoHaIbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBHE

[1O — nporpammHoe obecrieyeHue

[IOMUH — noGo4HbIe AMEKTPOMArHATHBIE U3ITyYeHUsI 1 HABOIKU
CA3 — cucrema aHann3a 3alUIIEHHOCTH

C3U — cpencrBa 3aiuThl UHGOPMALUU

C3I1du — cuctema (mojicucTema) 3aluThl IEPCOHAIBHBIX JaHHBIX
COB — cucrema 0OHapyXeHHS BTOPKECHUI

TKVYU — texnuyeckue KaHaIbl yTeUKd HHPOpMALMU

TC — TexHU4eCKHE CpeCTBA

VYBI1/IH — yrpo3bl 6€30MacHOCTH EPCOHATIBHBIX JTAHHBIX

AWB — aqmunKCcTpaTop MHGOPMALMOHHON O€30MacHOCTH



BBEJIEHUE

Hacrosimass Konnenmust unpopmanmonnoir 6e3onmacHoctu MCII/IH, ucnonms3yemass B
TOCY/IapCTBEHHOM OIO/PKETHOM 001IeoOpazoBaTrenbHOM yupexkaeHun Camapckoil oOmactu
cpenHeit obmeoOpa3oBatenbHOl mkose Ne§ ropojckoro okpyra Yamaesck Camapckoit o0sactu
(manee - OO), sBnsercss opUIUAIBHBIM JOKYMEHTOM, B KOTOPOM OIIpe/ieJieHa CUCTeMa B3TJIs0B
Ha obOecrieuenne nHpopmarmonHoi 6e3omacuaoctu OO.

Hactosmas KoHnuenuusi omnpenenser OCHOBHbIE L€ W 3aJayd, a Takxke OOIIyIo
CTPaTETHUIO MOCTPOEHHUS CUCTEMBI 3anuThl nepcoHanbHbiX aAaHHbIX (C3 [1xn) OO. Konmenmus
orpezieNiieT OCHOBHbIE TpeOoBaHMsI M 0a30Bble MOAXOJbI K MX pealu3aluu i JTOCTHXKEHUS
TpeOyeMoro ypoBHs 6€30IMacCHOCTH HH(POPMAIIHH.

Konuemnmus pazpaboraHa B COOTBETCTBHM C CHCTEMHBIM IIOJXOJOM K OO€CIEUYEHHUIO
uHpOpMaMOHHON Oe3omacHOCTH. CHUCTEMHBIA MOAXOJI MPEAIoaraeT MpoBeJAeHNE KOMIUIEKCa
MEpONPHUATHHA, BKIIOYAIOIIUX HCCIEJOBaHUE YIrpo3 HH(MOPMAIMOHHONH O€30MacHOCTH U
pa3paboTKy cuctembl 3amuThl [1/IH, ¢ MO3UIMK KOMIUIEKCHOTO MPUMEHEHUS TEXHUYECKHX U
OpPraHU3aI[MOHHBIX MEP U CPEJCTB 3AIIUTHI.

[Ton undopmarronHoit 6e3omnacHoctoio [1/IH moHHMaeTCs 3alUIIIEHHOCTh MTEPCOHANTBHBIX
JTaHHBIX U 0OpabatkIBaromiei uX UHOPACTPYKTYPHI OT JHOOBIX CIy4YailHBIX MU 3JI0HAMEPEHHBIX
BO3/ICUCTBUI, Pe3yIbTaTOM KOTOPBIX MOXKET SIBUTHCSI HAHECEHHE yIepOa caMoil nH(popMaImH,
ee Bragensliam (cyobekram I1Jln) wmm  wmHbpacTpykType. 3amaun  uHOOPMAIMOHHON
0€30MacHOCTH CBOJATCS K MHUHUMHU3aLUMU yuepOa oOT BO3MOXHOW pealu3alluyd  yrpos
6e3onacHoctu [1/]H, a Takke K IPOrHO3UPOBAHUIO U NIPEAOTBPAILIEHUIO TAKUX BO3/IEHCTBUH.

Konnenmus ciayXut OCHOBOM st pa3paboOTKU KOMILIEKCA OpPraHU3allMOHHBIX H
TEXHUYECKUX Mep 1Mo obecrieyennro uHpopmannoHHoi Oe3omacHoctn OO, a Takke
HOPMATUBHBIX M METOAMYECKUX JOKYMEHTOB, OOECIEUMBAIOIINX €€ pealu3aluio, U He
npeJnonaraeT NoaMeHbl (PYHKIIMI TOCyIapCTBEHHBIX OpraHoB BiacTu Poccuiickoit deneparumy,
OTBEUAIOIMX 3a obecrieyeHue O€30MacHOCTH HH(OPMALMOHHBIX TEXHOJOTUH M 3aIIUTy
uH(pOpMaLIHH.

KoHuenuus sBiasercs MeToA0I0THYECKOH OCHOBOW IS

- ¢hopMUPOBAHUA U MPOBEICHUS €AMHON MOIUTUKU B 00JIaCTH o0ecrieueHus: 0e30MacHOCTH
[11u 8 UCITIn OO;

- IPUHATHUSA YIIPABICHUECKUX PELICHUI U pa3paboTKu MPaKTUYECKUX MEp O BOIUIOMICHUIO
noauTuku Oe3omacHocTy IIJIH M BBIpaOOTKM KOMILJIEKCA COTJIACOBAaHHBIX MEp HOPMaTHBHO-
IIPABOBOI'0, TEXHOJIOIMUYECKOTO U OPraHU3allMOHHO-TEXHUYECKOT0 XapaKTepa, HallPaBJIEHHBIX Ha
BBISIBJICHUE, OTPAKEHUE WU JIMKBUIALMIO TOCJIEACTBUN pealu3aluy pa3jiudyHbIX BUJOB YIpo3
I11H;

- KOOpAMHALIUU JESITEeIbHOCTU CTPYKTYPHBIX mozapasnenenuit OO npu npoBeaeHuu padoT
no passututo u okcrryaranuu  WUCII[H ¢ coOmoneHneM TpeGoBaHUil  oOecrieueHHs
oe3onacHoctu I1/1H;

- pa3paboTKH TMPEAJIOKEHUH TI0 COBEPUICHCTBOBAHMUIO IPABOBOTO, HOPMATHUBHOTO,
METOJAMYECKOr0, TEXHWYECKOT0 M OpraHu3alMoHHOro obecnedeHus: OesomacHoctu I1[IH B
NCIIn OO.

Ob6nacte npumeHenuss Kouuenmuu  pacrnpocTpaHsieTcsi Ha  BCE  CTPYKTYpHBIE
noapazaenenus OO, SKCIUTyaTUPYOIKUE TeXHUYEeCKue W mporpammubie cpeactsa MCIIJIH, B
KOTOPBIX OCYIIECTBIISIETCS aBTOMaTU3MpoBaHHas oOpaboTka I[1/lH, a Takke Ha moJpa3zeneHus,
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OCYIIECTBIISIIOIINE  CONPOBOXKICHHUE, OOCIyXHMBaHHE M  OOECIeYeHHEe  HOPMAaJIbHOTO
¢ynkunonuposanust UCIT/IH.

[TpaBoBoii 0azoif ans pa3paboTku Hactosmed Konnenmmu cioyxar TtpeOoBaHUA
neiictByromux B Poccun 3akOHOZATENbHBIX M HOPMATHBHBIX JOKYMEHTOB IO 00ECIEUYEHUIO
0e30macHOCTH nepcoHanbHbIX qaHHBIX (IT1H).
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1. O01HMe MoJI0KEeHU S

Hacrosimas Konnenuus ompezaesnsieT OCHOBHBIE LENM M 3aJa4d, a Takxke OOIIyIo
CTpPaTeTui0 TMOCTPOCHUS CHCTEMbl 3alluThl nepcoHanbHbiX JaHHbIX (C3[1Jn) OO, B
coorBercTBUM ¢ llepeunem MCII[In OO. Konnenuus ompenenseT OCHOBHBIE TpeOOBaHHS U
0a30BbIe MOAXOABI K HMX pealu3aluu, Ui JOCTHXKEHHS TpeOyeMOoro ypoBHs 0€30ImacHOCTH
uHpopmanuu.

C3II[In  npencraBisger coOOH COBOKYITHOCTh OpPraHU3AallMOHHBIX W TEXHUYECKHX
MeponpuaThuii Juist 3amuthl [[J[H OT HenmpaBOMEPHOrOo WM CIYy4alHOIO JOCTyNa K HUM,
YHUUYTOXKEHHUS, U3MEHEHUs, OJOKHpOBaHUS, KOMHpOBaHUS, pacrpoctpanenust I1/[H, a Takxke
WHBIX HENIPABOMEPHBIX JEHCTBUN C HUMH.

be3omacHocTh  MepcOHaNbHBIX  JAHHBIX  JIOCTMTaeTcsl  MYyTEM  HCKIIIOUEHUS
HECaHKLMOHMPOBAHHOI'O, B TOM YHCJIE CIy4allHOro, JOCTyla K II€PCOHAJIbHBIM JaHHbIM,
pPe3yJIbTaTOM KOTOPOI'O MOKET CTaTh YHMUYTOKEHUE, U3MEHEHHE, OJIOKHPOBAaHUE, KOMMPOBAHUE,
pacupocTpaHEeHUE NEPCOHANIbHBIX IaHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JE€HCTBUMN.

Crtpykrypa, coctaB u ocHoBHble ¢GyHkiuu C3II[H ompeaenstorcs HUCXOIs U3 Kiacca
NCIIJun. C3II[JH BKIHOYaET OpraHU3alMOHHBIE MEpPbl U TEXHUYECKHE CPEICTBA 3allMUThI
uHpopmanuun (B ToM uyucie mudpoBalbHbIe (KpunTorpad@uueckue) CpeacTBa, CpeacTBa
IPEIOTBPALICHUS] HECAaHKLIMOHUPOBAHHOIO JOCTYIA, YTEYKHM HH(POpPMALMU O TEXHUYECKUM
KaHaJlaM, IPOTPaMMHO-TEXHUYECKUX BO3JICHCTBUI Ha TEXHUYECKHE cpencTBa oOpadorku [1/1H),
a TaKk)Ke MCIOJIb3yeMble B MH(OPMAIIMOHHON cucTeMe MHPOPMALIMOHHBIE TEXHOJIOTHH.

OTH MepHl PU3BaHbI 00ECTICUUTD:

- KOHQUAEeHIHAJBLHOCTh  HHpOpManmuu  (3amMTa OT  HECAHKIMOHHPOBAHHOTO
03HAKOMJICHUS );

- HeJOCTHOCTh MH(pOpManuu (aKTyaJbHOCTb U HENPOTUBOPEYMBOCTh HMH(pOpMAlUH, €e
3alMIIEHHOCTh OT Pa3pyIlleHUs] U HECAHKIIMOHUPOBAHHOTO U3MEHEHMS);

- IOCTYNHOCTH HHPOpMAIMK (BO3MOXKHOCTh 32 IPUEMIIEMOE BPEMs MTOJIyYUTh TPeOyeMyto
WH()OPMAIMOHHYIO YCITYTY).

Cragnu cozganus C3I1/IH BKIIFOYAOT:

- IpEeANpOEKTHAsT CTaaus, BKIIOUYamOIIas mnpeanpoekTHoe obcnenoBanue WCII/IH,
pa3paboTKy TEXHUYECKOT0 (YaCTHOIO TEXHUYECKOr0) 3aJlaHus Ha €€ CO3/JaHHE;

- cTaaus MpOeKTUpoBaHus (pa3paboTku npoekToB) u peanmsanuu WUCIIIH, Brirovaromas
pa3pabotky C3I1/1x B coctae UCII/IH;

- ctaaus BBojaa B neiicteue C3IIJIH, BKITIOUaIOias OMBITHYIO KCIUTyaTallui0 U MPUEMO-
C/IaTOYHBIE UCIBITAHUS CPEACTB 3aIIUTHl HHPOPMALUH, a Takxke oleHKy cooTBercTBUs MCI1/IH
TpeGoBaHUsAM 0€30MacHOCTH HH(POPMAITUH.

OpranuzalvoHHbIE MEpPbI MPeAyCMaTpPUBAIOT CO3/IaHUE U MOJJepKaHHE MPaBOBON Oa3bl
6esomacHoctu [I/lH u pa3paboTky (BBeneHHe B JeiicTBUE) mpenycMOoTpeHHbIX [lonmutukoit
nHpopmarnmonHoit 6ezonacHoctu MCII/[IH crnemyronmux opraHW3alimOHHO-PACTIOPSIUTEIbHBIX
JIOKYMEHTOB:

- IInan meponpustuii no odecneuenuro 3amuThl [1J{H npu ux obpadotke B UCII/H;

- Ilopsok pesepBupoBaHHs W BoccTaHoBieHUs paborocrnocodHoctn TC um I1O, Ga3
nmaHubex U C3U;
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- omxHocTHass wHCTpykums anmuHHcTparopa HWCIIln B wactm obecnedyeHus
6e3onacuoctu [1/Ia mpu ux o6padotke B UCII/IH;

- JlomxHOCTHAsI MHCTPYKIHS aaMuHUCTpaTtopa 6e3omacaoctu UCTIH;

- JlomkHocTHas nHCTpYKIuMs nonbk3oBatenss UCIIJIH B wactu obecniedeHus O€30MacHOCTH
IT/T1 npu ux obpadotke B UCII/IH;

- MHCTpyKIUs 1TONIb30BaTENs Ha ClIy4ail BOSHUKHOBEHUS BHEIITATHOW CUTYalllH;

TexHu4eckrue Mephl 3alUTHl PEATU3YIOTCS IIPY MOMOIIN COOTBETCTBYIOIIUX IPOrPAMMHO-
TEXHUYECKUX CPEJICTB U METOJOB 3aLUTHI.

[lepeuenp HEOOXOAMMBIX Mep 3alIUTHl WH(POPMALUU ONPEACISICTCS MO pe3yibTaraM
BHyTpeHHel nposepku OezomacHoctu MCIT/Ix OO.
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2. 3axaum cucTeMbl 3alIIUTHI NepPcOHANbHBIX JaHHBbIX (C3I1/1H)

OcnoBHoli nenpto C3II/IH sBisiercds MuHUMU3anus yuepda OT BO3MOXKHOHN peanu3aliu
yrpo3 6ezonacHoctu [1/1H.

Jlns  mocTrkeHUss OCHOBHOHM 1enmm cuctema OesomacHoctu I1/ln MCII[IH nmommkHa
obecrieunBath 3PHEKTUBHOE PEIICHUE CICTYIONTUX 3a1a4:

- 3aIIUTy OT BMeHaTenbcTBa B npouecce GpynkiuonupoBanus MCIIIH mocTOpOHHUX JIHIT
(Bo3MOxkHOCTh ucnonb3oBaHuss AC U JOCTYym K €€ pecypcam JIOJDKHBI HMETh TOJBKO
3aperucTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM I0JIb30BATENH);

- pasrpaHHuY€HUE JOCTyNa 3aperUCTPUPOBAHHBIX II0JIb30OBATENEH K  alllapaTHbIM,
nporpaMMHbIM U MHGpopMaimoHHbIM pecypcaM MCITJIH (BO3MOKHOCTH JOCTYIA TOJBKO K TEM
pecypcaMm U BBIMIOJIHEHUSI TOJBKO TEX OINepaluii ¢ HUMU, KOTOpble HEOOXOAUMbI KOHKPETHBIM
nostb3oBatesiM VMCII/IH muist BEIOJIHEHHSI CBOUX CITY)KEOHBIX O0S3aHHOCTEH), TO €CTh 3aIlUTY
OT HECAaHKLIMOHUPOBAHHOIO JIOCTYIIA:

1) K nHpopmanuu, nupkynupyromei B UCIT/IH;

2) K cpelicTBaM BhIUUCIUTENIbHON TexHUuku UCITIH;

3) k anmapaTHBIM, OPOrPAMMHBEIM M  KPHOTOrpadHMUeCKHM CpEICTBAM  3allUThI,
ucnoaszyemsiM B UCIT/IH;

- PErucTpauuio JCHCTBHUI IMOJb30BaTENCH IMPU HMCIOJB30BAaHUU 3AIIMIIAEMBIX PECYPCOB
HUCII[IH B cHUCTeMHBIX XypHajgaXx M NEPUOJUYECKUM KOHTPOJIb KOPPEKTHOCTH ACHCTBUMI
MI0JIb30BATENE CUCTEMBI IYTEM aHAJIN3a COIEPKUMOTO ITUX KYPHAJIOB;

- KOHTPOJIb LIEJIOCTHOCTU (0OecrneueHne HEeM3MEHHOCTH) Cpebl UCIIOMHEHHS POTrpamMM H
€€ BOCCTAHOBJICHHUE B Cllydyae HapylICHHUS;

- 3aIUTY OT HECaHKUHWOHUPOBAHHOW MOAUGPUKANIUU ¥ KOHTPOJIb IEIOCTHOCTH
ucnonb3dyembix B UCII/IH mporpaMMHBIX CPEICTB, a TakKe 3allUTy CHUCTEMBbI OT BHEIPEHUS
HECAaHKITMOHUPOBAHHBIX MPOTPAMM;

- 3amuty [IJIH OT yTeuku Mo TEXHMUYECKMM KaHajlaM Mpu ee oOpaboTke, XpaHEHWU H
nepegaye Mo KaHajiaM CBS3H;

- 3amuty IIJIH, XpaHumoi, oOpabaTeiBaeMoOil U IeperaBacMoOil MO KaHajlaM CBS3H, OT
HECaHKIIMOHMPOBAHHOIO PA3TJIAIICHUS WIN UCKa)KEHUS;

- o0ecrieueHne >KMBYYECTH KPUNTOrpapUuecKux CpencTB 3alluThl HHPOPMAIUH IPH
KOMITPOMETAIMH YaCTH KJIFOUEBON CHCTEMBI;

- CBOEBPEMEHHOE BBISBICHHE HCTOYHUKOB yrpo3 O6e3omacHocTH [1/IH, mpuyuH U ycnoBuii,
CIOCOOCTBYIONIMX HaHeceHUIo yiiepba cyobektam [1/[H, co3ganme mexaHu3Ma ONepaTUBHOTO
pearupoBaHus Ha yrpo3bl 6e3onacHocTH [1J{H 1 HeraTUBHBIE TEH/ICHIINH;

- CO3/laHM€ YCIOBUW I MUHUMHU3ALMKA M JIOKaJIW3alMd HAHOCHUMOIo yIiepOa
HEMPAaBOMEPHBIMH JIEHCTBUSAMH (PU3NYECKUX M FOPUIAYECKHUX JIUI, OCIA0JICHHE HETraTHBHOTO
BIIMSIHUSI M IMKBUJAIUS TIOCIIEICTBUIA HapymeHus 6e3omacHoctu [1/]H.
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3. O0beKThI 3aIUThI

1.1 Mepeuyens nHPOPMANMOHHBIX CHCTEM

B OO mnpowusBoautcs 00pabOTKa NMEPCOHANBHBIX JaHHBIX C MOMOIIBIO HCIOIb3YEMBIX B
OO UCIT/H.

ITepeuens UCIIIH onpenensercs Ha ocHoBaHMM OTdeTa MO pe3ynbTaTaM BHYTPEHHEU
npoBepkH (pazpabaTsiBaeTcss HHAMBHAYAIbHO U1t OO).

1.2 Iepeuyensb 00HLEKTOB 3AIATHI

OO6mbexramu 3amMThl sBJsieTcss nHpopmarus, oopadarsiBaemas B UCII/IH, u TexHudyeckue
cpenctBa ee 00paboTku U 3amuThl. [lepcoHabHBIC TaHHBIE, TTOAJICKAIITUE 3AIIUTE, ONPEICICHBI
B [lepeune nepcoHaNbHBIX AaHHBIX, MojIexkanux 3amure B UCITH.

OOBEeKTHI 3alTUTHl BKIIOYAIOT CIEAYIONUE KOMIIOHEHTHI:

1) O6pabateiBaemas uHGOPMALIHS.

2) TexHonoruueckas HHGOPMAIIHS.

3) IIporpaMMHO-TEXHHYECKUE CPEICTBA 0OPAOOTKH.

4) Cpencrna 3ammtsl I1/1H.

5) Kanass! nH(GOPMAIHOHHOr0 0OMEHA 1 TeIeKOMMYHHKAIIHH.

6) OOBEKTHI M TIOMEIIECHHUSI, B KOTOPBIX pa3MenieHbl komnoHeHTsl MCITIH.
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2 Knaccupurkanus nosan3oBareneid UCILIn

[Tonmp3oBarenem MWCII[IH sBaseTcs U0, ydvacTBymomiee B (QYHKIMOHHUPOBAHUH
MH(OPMALIMOHHONW CHUCTEMBbl MEPCOHATIbHBIX JAHHBIX WM UCIOJB3YIOIIEe pe3yibTaThl €€
¢byakuuonupoBanusa. B OO momnb3oBarenem WCIIJIn sBisercs moboi corpyanuk OO,
umerommit goctyn k UCIIH u ee pecypcaM B COOTBETCTBUM C YCTAaHOBJICHHBIM IOPSJIKOM, B
COOTBETCTBUHU C €ro (PYHKIIMOHAILHBIMH 00s13aHHOCTSIMU.

[Tonb3oBarenu UCIIIn B OO nensitcst Ha TpPU OCHOBHBIE KaTETOPUU:

1) Anvunuctparop WCIJa. Cotpymuuku OO, KOTOpble 3aHHMAIOTCA HACTPOMKOH,
BHE/IPEHHEM U COMpoBOXIeHHEeM cuctembl. Anmunuctparop MCII/IH oGmangaer ciemyromum
YPOBHEM JI0CTYIIA!

- obmagaer mONHONW uWHPOpMaLMEH O CHCTEMHOM U NPUKIAJAHOM IMPOTPaMMHOM
ob6ecnieuenun UCIIn;

- 00yaaeT moHoOM nHpopManuei 0 TeXHUUECKuX cpeactax u Konpurypaunu UCI1/H;

- UMEeT JIOCTYIl KO BCEM TEXHMYECKHM CpeJcTBaM 00paboTku MHGOpMAlMM U JAAHHBIM
NCTIH;

- 0o0yagaeT mpaBaMyu KOH(QUTYPUPOBAHHS U aAMUHUCTPATHBHON HACTPONKH TEXHUYECKHX
cpencts UCIT/IH.

2) Iporpammuct-pazpadoranx UCIIJIn. Corpyaauku OO WIM CTOPOHHHX OpraHM3alluil,
KOTOpBIC 3aHMMAIOTCS pa3paboTkoil mporpammuoro obecredenus. Paspaborunk WCII/a
o0ajaer CleAyOIMM YPOBHEM JIOCTYIA:

- obmamaer mHOpManmel 00 aaropuTMax M MporpamMmax o0paboTku WH(OpMAIHUKA HA
NCIIn;

- o0nazaeT BO3MOYKHOCTSIMM BHECEHHS OIIMOOK, HEAEKJIApUPOBAHHBIX BO3MOXHOCTEH,
IPOTPaMMHBIX 3aKJIaJI0K, BPEJIOHOCHBIX Mporpamm B mporpammHoe obecrneuenne WCIIAH Ha
CTaJ UM ee pa3pabOTKH, BHEAPEHUS U CONPOBOXKIECHUS;

- MOXeT pacrnojiaraTe Jo0bMH ¢parmeHTamu uHpopManuu o Ttonojoruun WCIIJIH u
TEXHUYECKUX cpelicTBax o0paboTku u 3amuThl [1/1H, oOpabdaTteiBaembix B UCII/IH.

3) Omeparop MCIIJIn. Cotpymuuku moapaszieienuii OO, ydacTBYIOIIMX B IIPOLECCe
skcrutyaranuu UCIIIn. Oneparop UCII/IH o6nanaer cieayronmm ypoBHEM JOCTYNA:

- obnanaer BCEMU HE00XOIMMBIMH aTpubyramMu (manpumep, napojem),
o0ecreynBaroIUMH JIOCTYT K HEKOTOpoMy noaMHoxecTBY I1/1H;

- pacrosiaraeT KOH(UIEHIMATIbHBIMH JAaHHBIMU, K KOTOPBIM UMEET JTOCTYII.

Kareropun mnonws3oBateneid HOMKHBI ObITh ompeneneHsl ans kaxaor MCIIIx. omxHo
ObITh YTOUHEHO pa3/ieleHue COTPYIHUKOB BHYTPU KaTETOpHil, B COOTBETCTBHUHM C THIIAMHU
noJib30Barenei, onpeaeneHHbIMU B [lonnTrke nHGOpMaLIMOHHON GE30MaCHOCTH.

Bce BbIsiBIeHHBIE TpyNIbl MOJIb30BaTene oTpaxkaiorcss B Oryere MO pe3yiabTaTam
BHyTpeHHEN npoBepkd. Ha ocHoBaHmm OtTuera ONpenessroTcs IpaBa JOCTYNAa K 3JIEMEHTaM

NCIIJn nns Bcex rpynm Mmojb30BaTeNeld U OTpaxaroTcs B MaTpuie JocTyna nojib30BaTenen K
I1/1H.
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3 OcHOBHBIE NPHHIMIIBI HOCTPOEHHS! CHCTEMBI KOMILIEKCHOI 321U ThI HHOPMALNH

[Toctpoenue cuctembr obecreuenus Oe3onacHoctr I/l B MCIIIa OO wu ee
(GYHKIIMOHUPOBAHUE JOJKHBI OCYIIECTBIIATHCS B COOTBETCTBHU CO CIICIYIOUTUMH OCHOBHBIMH
MIPUHITUTIAMU

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMIIJIEKCHOCTb;

- HEIIPEPBIBHOCTD;

- CBOEBPEMEHHOCTD;

- IIPEEMCTBEHHOCTD U HEIIPEPBIBHOCTH COBEPIICHCTBOBAHUS;
- IIEPCOHAJIbHAsA OTBETCTBEHHOCTD;

- MUHUMM3a1Us [IOJTHOMOYHN;

- B3aUMOJICHCTBHUE U COTPYIHUYECTBO;

- TUOKOCTh CHCTEMBI 3aIUTHI;

- OTKPBITOCTb AJITOPUTMOB U MEXaHU3MOB 3aILUTHI;

- IIPOCTOTA IPUMEHEHUS CPEACTB 3aLUTHI,

- Hay4Hasi 000CHOBAHHOCTb U TEXHUYECKAs pealn3yeMOCTh;
- crienualIn3anus u mpoecCuOHaIN3M;

- 00513aT€IbHOCTh KOHTPOJIS.

3.1 3akounocrn

[Ipeanonaraer ocymiecTBICHHE 3alIUTHBIX Mepornpusatuid u pazpadborky C3I1Ja OO B
COOTBETCTBUU C JCHCTBYIOIIUM 3aKOHOJATENbCTBOM B oOmactu 3ammtel [IJIlH u apyrux
HOPMaTUBHBIX aKTOB MO  0e30macHOCTH  WHGOpMAIlMK, YTBEPXKACHHBIX  OpraHaMu
rOCYIapCTBEHHOM BJIACTH U YIPABJIEHUS B IPEAEIaX UX KOMIIETCHIIUY.

[Tonb3oBarenn u obOcmyxkuBatomuii nepcoHan [I/lx B UCII[Jn OO momkHBI OBITH
OCBEJIOMJICHBI O TOpsiAKEe PabOThl ¢ 3amuinaeMor uHdopmaimendn U 00 OTBETCTBEHHOCTH 3a
HapymeHue 3amuTsl [1/1H.

3.2 CHucTeMHOCTD

Cuctemnsiii moaxon k mnoctpoenuto C3IIJln OO mpeamonaraer yd4eT Bcex
B3aUMOCBSI3aHHBIX, B3aUMOICHCTBYIOIINX U U3MEHSIOIINXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUH U
(akTOpOB, CYIIECTBEHHO 3HAYMMBIX JUIsl TIOHMMAaHHUS W PEHICHHS NPOOIeMbl OOECTICUCHUS
oe3onacuoctu [1J1x B UCIT/IH OO.

[Ipy co3maHuu CHUCTEMBI 3allUThl JOJDKHBI YUUTHIBATBCS BCe clabble W Haumbosee
ysI3BUMBIE MecTa cucTeMbl oOpaboTku I1/lH, a Takke xapakTep, BO3MOXKHBIE OOBEKTHI U
HaIpaBJIeHUs aTak Ha CUCTEMY co CTOpPOHBI Hapylmurenen (ocobenHo
BBICOKOKBTHU(PUITUPOBAHHBIX 3JIOYMBIIICHHUKOB), TYTH MPOHUKHOBEHHUS B paCIpeCIICHHBIC
cuctembl 1 HCJl x undopmaruu. Cucrema 3auThl JOHKHA CTPOUTHCSA C YUYETOM HE TOJIBKO
BCEX M3BECTHBIX KaHaioB mpoHukHoBeHUs: U HC/I k mHbOpMaIim, HO U ¢ y9eTOM BO3MOKHOCTH
MOSIBJICHUS IPUHITATIAATILHO HOBBIX MyTEH pean3aliui yrpo3 0€301macHOCTH.
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3.3 KoMILIeKCHOCTH

KommiekcHoe HCIob30BaHUE METOJIOB U CPEJICTB 3ALUTHI NIPEINOIAracT COrJIaCOBaHHOE
IPUMEHEHUE Pa3HOPOJAHBIX CPEACTB IPU IOCTPOEHUU ILEJIOCTHOM CHUCTEMBI 3alIUTHI,
NEPEKPBIBAIOLICH BCE CYLECTBEHHBIE (3HAYMMBbIE) KaHAJBI PEAM3aLUU YTPO3 U HE ColeprKallei
c1a0bIX MECT Ha CThIKaX OTJIEIbHBIX €€ KOMIIOHEHTOB.

3amyTa I10JKHA CTPOUTHCS SIICTOHUPOBAHO. [l KaXX0ro KaHaja yTeuykd HH(pOpMaIuu
U Ul KaXIOM yrpo3bl 0€30MaCHOCTH JIOJIKHO CYLIECTBOBAaTh HECKOJBKO 3aIUTHBIX PyOexew.
Co3naHue 3alUTHBIX pyOexel OCYyLIECTBISETCS C y4eTOM TOro, 4ToObl JJI MX NPEOIOJIECHUS
HOTEHIMAJIBHOMY 3JI0YMBIIUIEHHUKY TPeOOBaIMCh NPOPECCHOHATIbHBIE HABBIKM B HECKOJIBKHX
HEB3aUMOCBS3aHHBIX 00JIACTAX.

Buemmnss ~— 3ammra  JopKHA  o0ecrieuMBaThCs ¢u3nYecKUMU  CpeACTBaMH,
OpraHM3alMOHHBIMM M IpaBOBbIMU MepaMmu. OgHUM u3 HauOosiee YKpPEIUIEHHBIX pyOexeit
NpU3BaHbl OBITH CPEACTBA KPUNTOIPApHUECKONW 3allUTHl, PEaTU30BaHHBIC C HCHOJIb30BAHHUEM
texHojoru VPN. IlpuknaaHoit ypoBeHb 3alllUThl, YUUTHIBAIOIIMA OCOOEHHOCTU IPEIMETHOM
00J1aCTH, IPECTABISAET BHYTPSHHUN PyOeXK 3alUTHI.

3.4 HenpepbiBHocTh 3ammuThl I11n

3amura [I/IlH — He pa3oBoe MepompuATHE W HE INPOCTas COBOKYIHOCTb IIPOBEICHHBIX
MEpONPUATUIA U YCTAHOBJICHHBIX CPEJICTB 3allUThl, @ HENPEPHIBHBIA leJeHANPaBICHHBIN
npoliecc, Mpeanosaraiiuid NpUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX 3Tamax >KU3HEHHOIO
nukia UCIT/IH.

NCII/JIH 1omKHBI HAXOIUTHCS B 3AIMILEHHOM COCTOSIHMM Ha NPOTSHKEHUH BCETO BPEMEHU
UX (YHKIMOHUPOBaHUA. B COOTBETCTBUU C ATUM NPUHUUIIOM JTOJKHBI IPUHUMATHCS MEPHI 110
HeponyueHuto nepexona MCII/IH B He3amMILIEHHOE COCTOSHUE.

BonbmMHCTBY (QU3MYECKUX W TEXHUYECKUX CPEACTB 3alUThl I 3((PEKTUBHOTO
BBIMIOJTHEHUS] CBOMX (yHKUIMH HeoOXoIuMMa IIOCTOSIHHAs TEXHMYeCKas M OpraHHU3allMOHHAas
(aAIMMHHCTpAaTUBHAs) NOJJIEP)KKAa (CBOEBpEeMEHHass CMeHa M olecreueHHe MpPaBUIbLHOIO
XpaHeHUs M MpPUMEHEHHs MMeH, Mapojei, Kkmoueld mudpoBaHus, mepeonpeaeneHe
noaHoMounit u T.1.). IlepepbiBbI B paboTe CpencTB 3aIIUThl MOTYT OBITh MCIIOJIB30BaHbI
3JIOYMBIIIJIEHHUKAMU /U1l aHAJIM3a IPUMEHSEMbBIX METO/IOB U CPEACTB 3allUTHI, U1 BHEAPEHUS
CHEIHUaJIbHbIX TMPOTrpaMMHBIX M amnmapaTHBIX "3aKiaalokK" W JOpPYrHX CpeJICTB IPEOJOJICHUs
CUCTEMBI 3alUThI TI0CJIE BOCCTAHOBJIEHUS €€ (PYHKIIMOHUPOBAHUSI.

3.5 CpoespemennocTn

[Ipeanonaraer ympexaarmuii xapaktep Mep odecneuenus: 0e3omacHoctu [1JlH, To ecTh
MOCTaHOBKY 3adau no koMmiuviekcHoW 3amurte MCII[H u peanuzauuio Mep obecrieyeHHs
6e3onacuHoct [1/n Ha panHux cramusax paspaborku MCIIH B 11e10M U €e CUCTEeMBI 3aIUThI
uH(OpPMAaILIUU B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHI JOJKHA BECTHCH MApaLIeIbHO C pa3pabOTKON U pa3BUTHEM
caMOHl 3alMIIaeMoil cHcTeMbl. JTO TMO3BOJIUT Yy4yecTb TpeOoBaHHs OE€30MacCHOCTH NpHU
POEKTHUPOBAHUU apXUTEKTYphl M, B KOHEYHOM cueTe, co3/aTh Oosiee dPPeKTHUBHbIE (KaK IO
3aTpaTaM PecypcoB, TaK U MO CTOWKOCTH) 3aIlUIIEHHbIE CHCTEMBI.
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3.6 IIpeeMcTBEHHOCTH U COBEPIIEHCTBOBAHHIE

[IpenmonaratoT NOCTOSTHHOE COBEPLICHCTBOBAHUE MEP M CPEACTB 3aIUThl HHGOpMAIIUU Ha
OCHOBE IPEEMCTBEHHOCTH OPIaHMU3ALlMOHHBIX M TEXHUYECKUX PEIIEHUM, KaJIpOBOI'O COCTaBa,
anaymza ¢pynknuonupoBanus UCIIJIH 1 ee CHCTEMBI 3alIUTHI ¢ YI€TOM U3MEHEHUH B METO/IaX U
CpeACTBax IMepexBaTa MH(POPMALWU, HOPMATHUBHBIX TpPeOOBaHMN IO 3alUTE, JTOCTUTHYTOTO
OTEYECTBEHHOT'O M 3apyO0EKHOTO OMBITA B 3TON 00JIACTH.

37 Hepconanbﬂaﬂ OTBETCTBCHHOCTDH

[Ipenmonaraer BO3JOKEHHWE OTBETCTBEHHOCTH 3a obecmedeHue OezomacHoctu [1/[H m
CUCTEMbI UX 00pabOTKH Ha KaXXJI0OT0 COTPYIAHHUKA B Mpe/ieax ero noJHoMouuii. B cootBercTBUM
C STUM NPHUHILMIIOM pacHpelesieHne MpaB U 00S3aHHOCTEH COTPYAHHKOB CTPOUTCA TaKUM
o0pa3om, 4TOObI B ciydyae JIOOOr0 HapylIEHUS KPYyr BHHOBHHUKOB ObUI YETKO H3BECTEH WIIU
CBEICH K MUHUMYMY.

3.8 IMpuHIUIN MUHAMHU3AIMH TOJTHOMOYHIi

O3Hayvaer npeaocTaBIeHUE MOJIb30BATEISIM MUHUMAIBHBIX IIPaB JI0CTYNAa B COOTBETCTBUU
C TPOU3BOJICTBEHHOM HEOOXOJUMOCTHIO, HAa OCHOBE IMPHUHIUIA «BCE, YTO HE pPa3pelieHo,
3aPEILECHOY.

Hoctyn x II/lH momkeH MpeocTaBiATHCS TOJIBKO B TOM Cilydae M O00BEME, €CIU 3TO
HEO0OXOIUMO COTPYIHUKY JIJISl BBIIOJIHEHUS €r0 JOHKHOCTHBIX 00513aHHOCTEH.

3.9 BsaumopeiicTBHe H COTPYAHHYECTBO

[Ipenmonaraer co3mganue OMArONpUSATHONM aTMOC(epbl B KOJUIEKTHBAX IOIpPa3IeIICHHM,
obecnieunBaromux  ¢ynkuuonuposanue HCII[n OO, ansd  CHHXKEHHS  BEpOSITHOCTH
BO3HUKHOBEHUS HETATUBHBIX JIEHCTBUIA CBA3aHHBIX C YEJIOBEYECKUM (haKTOPOM.

B Takoifi 0OCTaHOBKE COTPYAHUKH JAOJKHBI OCO3HAHHO COOJIIOJaTh YCTAHOBJICHHBIE
IpaBUiIa U OKa3bIBaTh COJIEHCTBHE B AEATEIbHOCTU MOPA3eICHUH 3aUThl HH(OPMAIIHH.

3.10 I'méxocThb cucremsbl 3amuTsl In

[TpuHsTHIE MEPHI U YCTAHOBJICHHBIE CPECTBA 3AIUTHI, 0COOCHHO B HAYANbHBIN MEPUOJT UX
IKCIUTyaTaIlii, MOTYT 00ecTieunBaTh Kak Ype3MEPHBIN, TaK U HEJOCTATOYHBIM YPOBEHD 3aIUTHI.
Jnst obecrieueHs BO3MOKHOCTH BapbUPOBAHHS YPOBHEM 3allMIIEHHOCTH, CPEACTBA 3aIUThI
JIOJDKHBI 00J1a71aTh OMpeIeIeHHON THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCSI B TEX
ClIydasiX, KOTJia YCTAHOBKY CpPEJICTB 3aIllMThl HEOOXOJAMMO OCYIIECTBIIATH Ha pPadOTarOIIyrO
CUCTEMY, He Hapylias mpoliecca e¢ HOpMaJIbHOTO (yHKITMOHUPOBAHHUS.

3.11 OTkpeITOCTD AITOPUTMOB ¥ MEXAHM3MOB 3AIIUThI

CyTb IpHUHLHIIA OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3alIUTBl COCTOMT B TOM, UYTO
3alUTa HE JI0JDKHA 00ecTIeYnBaThCsl TOJBKO 3@ CYET CEKPETHOCTU CTPYKTYPHOU OpraHu3aluu U
ITOPUTMOB (DYHKIIMOHMPOBAHUS €€ TOJICUCTEM. 3HAHHE aJTOPUTMOB pabOThI CHCTEMBI 3alUThHI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ IpeojoJieHus (naxe aBropam). OnHaKo, 3TO HE O3HAYaeT,
4yTO H(pOPMALIKs O KOHKPETHOW CUCTEME 3alllUThl JOJKHA ObITh 00IIE0CTYITHA.
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3.12 Ipocrora npuMenenus CpescTB 3aIIUThI

MexaHu3Mbl 3aIUThl JOJKHBI ObITh MHTYUTUBHO MOHATHBI U MPOCTHI B UCIOJIB30BaHUU.
[TprMeHeHre CPeICTB 3alIUThI HE TOJIKHO OBITH CBSI3aHO CO 3HAHUEM CIEIHAIBHBIX S3BIKOB HITU
C BBIMIOJIHEHUEM JEHUCTBUM, TPEOYIOMIMX 3HAYUTEIBHBIX JIOMOJHUTEIBHBIX TPyAO3aTpaTr MpU
00BIYHOH paboTe 3aperuCTPUPOBAHHBIX YCTAHOBICHHBIM MOPSIKOM TOJIL30BATENICH, a TAKXKE HE
JOJKHO TpeOOBaTh OT TMOJIB30BATEINS BBITOJHEHUS PYTUHHBIX MAJOMOHATHBIX €My Omepanuii
(BBOJI HECKOJIBKMX MapoJjieil U UMeH | T.1.).

JlomkHa nocTUraThCsl aBTOMATH3alMsl MAaKCUMAIBHOTO YKCIia IeUCTBUN MOJIb30BaTeNel U
agmuauctparopo UCITIH.

313 Hayqﬂaﬂ 000CHOBAHHOCTDb M TeXHHYECKAas pPe€aIm3yeMoOCTb

WudopMmarinoHHble TEXHOJOTHH, TEXHHUYECKHE M MPOrpaMMHbBIC CPEICTBA, CPEICTBA U
Mephl 3alUThl HH)OPMAIUU JODKHBI OBbITh PEAM30BaHbI HA COBPEMEHHOM YPOBHE Pa3BUTHSI
HAayKM MW TCXHHUKH, HAYYHO 000CHOBAHBI C TOYKH 3pC€HUA OOCTUKCHHA 3aJaHHOI'O YpPOBHA
0€30I1aCHOCTH I/IH(i)OpMaHI/H/I U  OOJDKHBI COOTBCTCTBOBATHL YCTAHOBJIICHHBIM HOpMaM H
TpeboBanusM 1o 6e3omacuocTw [1/1H.

C3I1n nomxHa ObITh OPUEHTHUPOBAHA HA PELLEHUS, BOSMOXHBIE PUCKU JJISI KOTOPBIX U
MEpbl TPOTHUBOJACUCTBHS O3THM pPHUCKaM MPONUIA BCECTOPOHHIOK TEOPETHUYECKYIO |
HPAKTHYECKYIO TPOBEPKY.

3.14 Cneumanuzanus u npodeccHoHAIU3M

[Ipenmonaraer mnpuBIeUYeHHE K pPa3pabOTKE CPEACTB W peald3alld Mep 3allluThI
uH(pOpMallMK CIIeNUaTN3UPOBAHHBIX OpraHU3alnii, HarnbOoiee MOArOTOBIEHHBIX K KOHKPETHOMY
BUIY JIeATeNbHOCTH Mo obecnedeHuto Oe3omacHoctu [IJ[H, MMEIOIIUX OMBIT MPAKTHUYECKOMN
paboThl M TOCYAAPCTBEHHYIO JUIIEH3UIO Ha MPaBO OKa3aHUs YCIYT B 3TOM obnactu. Peanuzanus
aIMMHHUCTPATUBHBIX M€p M OKCIUIyaTalsl CPEeACTB 3allUThl JIOJDKHA OCYIIECTBISATHCS
npodeccuoHanbHO MOAroToBIeHHbIMU crienranuctamu OO.

3.15 O6s3areanHoCTH KOHTPOIS

Hpej:[nonaraeT 0053aTeILHOCTE U CBOCBPCMCHHOCTD BBIABJICHHUA W MPECCUCHUA ITOIBITOK
HapylIeHUs YCTAHOBJIGHHBIX TpaBui obOecrieueHus Oe3zomacHoctd [I/IlH Ha ocHoBe
UCTIOJIb3YEMBIX CHUCTEM M CPEJICTB 3aLIUThl HH(MOPMAIIMK MPU COBEPILICHCTBOBAHUM KPUTEPUEB U
METO/I0B OLEHKHU 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHTponb 3a IeATeIbHOCTBIO JIFOOOr0 MOJIb30BATElNsA, KaXJIOTo CPeACTBa 3alIUThl U B
OTHOILIEHUM JII0OOOTO O0BEKTa 3allUThl JOJHKEH OCYIIECTBISATHCS HA OCHOBE HPHUMEHEHHS
CPEICTB  ONEPAaTUBHOTO KOHTPOJSI M  pPErUCTpalMd W JOJDKEH  OXBaThlBaTh  Kak
HCCAaHKIIMOHHUPOBAHHBIC, TAK U CAHKIITMOHUPOBAHHBIC )ICfICTBI/ISI MMOIb30BaTeIIeH.
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4 Mepbl, MeTOABI U CPeACTBA 00ecnedeHUus1 TPedyeMOoro ypoBHS 3alMIIIEHHOCTH

ObGecnieyeHne  TpeOyeMoro  ypoBHS  3alIUIICHHOCTH  JO/DKHO  JIOCTUTAThCs €
WCIIOJIb30BAaHUEM MeEp, METOJOB M CpeAcTB Oe3omacHOCTH. Bce Mepwsl oOecnedeHus
6e3onacnoctu MUCIIJIH moapa3aensroTcs Ha:

- 3aKOHOJIaTeJIbHBIC (ITPABOBKIC);
- MOPaJIbHO-3TUYECKUE;
- OpraHu3alMOHHbIE (AIMUHUCTPATUBHBIC);

- (usnueckue;

TEXHUUYECKHE (anmapaTHble U IPOrPaMMHBIE).
[lepeuenp BbIOpaHHBIX Mep oOecnedeHus Oe3omacHOCTH oTpaxaercs B [linane
MEPONPUATHIA 10 00ECIIEUYCHUIO 3aLUTHI IEPCOHABHBIX TaHHbIX.

4.1 3akononarennHblie (IPaBOBbIE) MePbI 3ALIHThI

K mnpaBoBeIM MepaM 3alllUThl OTHOCATCA JEHCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U
HOpPMAaTHBHBIE aKThI, periJaMeHTUpyomue npasuia oopamenus ¢ [1/1H, 3akperuidtoniye npasa u
0053aHHOCTH YYaCTHMKOB MH(OPMAIMOHHBIX OTHOILIEHMH B mpolecce ee o00paboTku U
WCIIOJIb30BAaHUs, & TAaK)K€ YCTAHABJIMBAIOIIME OTBETCTBEHHOCTb 33 HAPYIIECHUs JTUX IPABUIL,
INPENATCTBYS. TEM CaMblM HENPAaBOMEpPHOMY Hcnoib3oBanuio II[lH u  ABsronmecs
C/ICPKUBAIONIMM (DaKTOPOM ISl IOTECHIIMATBHBIX HAPYIITUTEIICH.

[IpaBoBBIE MepHI 3alIUTHl HOCAT B OCHOBHOM YIPEXKIAIOMNNA, MPOQUIAKTHISCKUNA
XapakTep W TpeOYIOT IOCTOSHHOW pa3bsICHUTENBHOW paboThl € IOJIB30BATEISIMH U
00CITy’)KUBAIOIIMM [IEPCOHATIOM CUCTEMBI.

4.2 MopaibHO-3THYECKHE MePbI 3alHThI

K MopanbHO-ITHUECKMM MepaM OTHOCATCS HOPMBI IOBEAEHHUS, KOTOPBIE TPaJULMOHHO
CJIOKWJIMCh MU CKJIQ/IbIBAIOTCA 1O Mepe pacnpocTpaHeHuss OBM B ctpane uinun obuiecte. U
HOpMBI OOJIBIIEH YacThIO HE SIBJIAIOTCSA O0s3aTENIbHBIMHU, KaK 3aKOHOJATENIbHO YTBEPXKIACHHBIE
HOPMAaTUBHBIE AaKThl, OAHAKO, MX HECOOJIOJeHHE BeAET OOBIYHO K MAaJEHUI0 aBTOPUTETA,
IIpeCcTHXa YeJI0BEeKa, TPYMIIbI JIHUI] WM OpraHu3auui. MopallbHO-3TUYECKHUE HOPMBI ObIBAIOT KaK
HenucaHble (HampuMep, OOIIETPU3HAHHBIE HOPMBI YECTHOCTH, MAaTPUOTHU3MA M T.IL.), TaKk U
NUCaHble, TO €CTh 0()OPMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBUJI WJIM PEITUCAHUI.

MopanbHO-3TUYECKHE MEpbl 3allUThl SBIAIOTCA NPOQMIAKTUYECKUMU M TpeOyroT
IOCTOSIHHOM pa0oThl 1O CO3JaHMIO 3/0pOBOIO  MOpPAJBHOIO KJIMMaTra B KOJJIEKTHBAax
nojapasaeieHuid. MopanbHO-3TUYECKUE MEPBI 3alllUThl CHUXKAIOT BEPOSTHOCTH BO3HUKHOBEHUS
HETraTUBHBIX JCHCTBUH, CBA3aHHBIX C YEJIOBEYECKUM (DAaKTOPOM.

4.3 Opranuzanuonnblie (AAIMAHUCTPATHBHBIE) MePbI 3ALIHThI

OpranuzanvoHHble (aAMUHUCTPATUBHBIC) MEPBI 3alIUTHI - 9TO MEPHI OPTraHU3aAIMOHHOTO
XapakTepa, permaMmeHtupytomue mporecchl (ynknuonupoBanus MCII/IH, wucnonp3oBanue
pecypcoB UCII[IH, paesaTenpbHOCTh OOCTY)KHMBAIOIIETO TMEPCOHANIA, a TaKXkKe TOPSJIOK
B3auMoieicTBusl moibp3oBareneid ¢ MCII[H Takum 00pa3om, 4TOOb B HAMOOJBINEH CTENEHU
3aTPYIHATh WU HMCKIIOYUTH BO3MOXKHOCTHh peaju3aluH yrpo3 O0e30MacHOCTH WM CHHU3UTHh
pa3Mep NOTEPH B CIIy4ae UX pean3aluu.
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['maBHas 1enb aAMUHUCTPATUBHBIX MEP, MPEITPUHUMAEMBIX Ha BBICIIEM YIPABICHYECKOM
ypoBHe — chopmupoBarh llomutuky uHpOpmanmonnoit Oezomacnoctu 1l (oTpakaromryro
NOJAXOAbl K 3amyre HHpopManuu) U OOECHEeYUTh €€ BBINOJIHEHUE, BBIACHAS HE0O0XOAUMBIE
peCypChl M KOHTPOJIUPYS COCTOSTHUE JIEN.

Peanuzanus [omutuku nndopmarmonnoi 6ezonacHoctu [1/{n B UCIIH cocTouT U3 mep
aMUHHCTPATUBHOTO YPOBHS U OPTaHU3ALIMOHHBIX (IIPOLIEYPHBIX) MEP 3aIIUTHI HHPOPMAIIHH.

K agMuUHHCTpAaTUBHOMY YPOBHIO OTHOCSTCSI PELIEHUS PYKOBOJICTBA, 3aTParuBarollINe
nestenbHocTh UCIIIH B mienmoM. DT pemenus 3akperusitores B [loauTuke wHGOpMaIMOHHON
6e3omacHocTH. [IpumMepom Takux pereHuil MOryT ObITh:

- IpUHATHE pelleHuss O (OPMUPOBAHMM WM MEPECMOTPE KOMILIEKCHOM MpOrpaMMsl
obecnieuenus 6e3onacHocTu [1/1H, onpeneneHue OTBETCTBEHHBIX 3a €€ Peaji3altIo;

- ¢bopMynupoBaHUE 1eNel, TOCTAaHOBKA 3a]a4, ONpee/ieHUEe HANpaBICHUH NeSTEIbHOCTH
B obustactu 6e3omnacuoctu [1/1H;

- IPUHATHE PEIICHUH IO BOMPOCAM pealHu3aluy MPOrpaMMbl 0€30MaCHOCTH, KOTOpHIE
paccMarpuBaroTcs Ha ypoBHe OO B 1enom;

- obecrieueHre HOPMATUBHOM (MPaBOBOI) Oa3bl BOMPOCOB O€30MACHOCTH H T.II.

[TonuTHKa BEpXHEro ypOBHS JOJDKHA YETKO OYEPTHTH chepy BIMSHUS U OTPAHUYCHUS TIPU
onpezaeneHun ueneil 6ezonmacHocty [1/lH, ompenenuTs KakuMu pecypcaMu (MaTepuajbHBIE,
NEpPCOHAI) OHM OYyAYT OOCTUTHYTHl M HAMTH pa3yMHBIA KOMIIPOMHMCC MEXAY MPUEMIIEMbBIM
ypoBHeM Oe3omacHocTH U pyHKIMoHaTbHOCTRI0 UCTT/IH.

Ha opranu3aiiluoHHOM YpPOBHE OINpPEAEISIIOTCS MPOLEAYPbl U MpaBUjla JOCTUKEHUS LieJen
u peuienus 3aaa4 [lomutrku nHpopmarmonnoii 6ezonacHoctu [1/1H. DTy mpaBuiia onpeaensior:

- KakoBa 00JaCTh MPUMEHEHUS MOUTHKU Oe3onacHocTH [1]H;

- KAKOBbl pOJIK M OO0S3aHHOCTU JOJDKHOCTHBIX JIMI, OTBEYAIOIIME 32 IPOBEACHUE
nonutuku 6e3omacHoctu [1/1H, a TakKe UX yCTaHOBUTH OTBETCTBEHHOCTD;

- KTO uMeeT npasa aocryna K [1/1x;

- KaKUMHU MepaMU U cpeicTBamMu odOecrieunBaercs 3ammura [1J1H;

- KaKMMH MEpaMU U CPeJICTBaMU 00ecIedrBaeTCss KOHTPOJIb 3a COOIIOIEHUEM BBEJIEHHOTO
pexuma 6€301acHOCTH.

Opranu3aliOHHbIE MEPHI TOJKHBI:

- IpeaycMaTpuBaTh  PErVIaMEHT  MH(OPMALMOHHBIX  OTHOIIEHUM,  HCKJIIOYAIOIIUX
BO3MO>XHOCTh HECAHKITMOHUPOBAHHBIX JEHCTBUI B OTHOLIEHHUH OOBEKTOB 3aIIUTHI;

- ONpEAENATh KOAIWLMOHHbIE M HEepapXW4eCKUe MPUHLUIB U METOJbl pa3rpaHuyeHHs
nocryna k [11x;

- ONpEAeNATh MOPANOK paboThl € MNPOrpaMMHO-MAaTEMaTHUYECKUMU M TEXHUYECKHUMH
(ammapaTHBIMU) CPEACTBAMH 3AIUTHI U KPUITO3AMIUTHI U APYTUX 3AIUTHBIX MEXaHU3MOB;

- opranuzoBath  Mepbel  npotuBojerctBua HCJl  monp3oBarensMu  Ha  3Tamax
ayTeHTU(UKAINK, aBTOPU3ALMHU, HICHTU(PUKALWU, OOECIEUMBAIONINX TapaHTUU peaTu3aluu
MpPaB U OTBETCTBEHHOCTH CYObEKTOB MH()OPMAIIMOHHBIX OTHOILIIECHUIA.

Opranu3aliOHHbIE MEPbI JOJKHBI COCTOSITh U3:

- [lopsinka fomycka COTPYAHMKOB K  ucnosib3oBaHuto pecypcoB HCII[Ilm OO
(Pazpemutenbhas cuctema nocryna K [1/1H);

- Uucrpykmuit monp3oBatenet MCIIJn (agmunuctparopa WCII[IH, amMuHHCcTpaTopa
6e3omacHocTH, oneparopa MCII/InH);

- I/IHCTPYKHI/II/I IIOJIB30BATEIIA ITPH BO3SHUKHOBCHUH BHCIITATHBIX CHTyaHHﬁ.
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4.4 ®dusnueckue Mepbl 3aHUThI

®u3nyeckue Mepbl 3allUThl OCHOBAaHbl Ha NMPUMEHEHHUHM PA3HOrO pPOJila MEXAHUYECKHX,
AJNIEKTPO- WM  DJIEKTPOHHO-MEXaHMYECKUX  YCTPOMCTB UM  COOPYKEHHMM,  CIEHHAIbHO
NpeIHA3HAYCHHBIX NI CO3JaHus (U3MYECKUX TPEMATCTBUH HA BO3MOJXKHBIX IYTSIX
MPOHUKHOBEHUS U JIOCTYMa MOTECHIHAIbHBIX HapyLIUTEJIEH K KOMIIOHEHTaM CHUCTEMBI U
3amuaeMon nHpopMaIum, a TaKKe TEXHUYECKUX CPEJICTB BU3YAILHOTO HAOJIOICHUS, CBSI3U U
OXPAaHHOM CUTHAIU3AIUH.

dusndeckas 3amuTa 31aHAH, TOMEIEHNH, 00bEKTOB M CPEICTB MHGOPMATU3AIMH JTODKHA
OCYILIECTBISATHCS TYTEM YCTAHOBJIECHHS COOTBETCTBYIOIIMX IIOCTOB OXpaHbl, C TOMOIIbIO
TEXHUYECKUX CPEJICTB OXPaHbl WIH JIIOOBIMH JPYTHMMH CIIOCOOAMH, MPEIOTBPAIIAOIIMMHI KN
CYILIECTBEHHO 3aTPYAHSIOIIMMUA MPOHUKHOBEHHWE B 3[laHHE, TOMEIIECHHUS MOCTOPOHHUX JIUII,
XUIICHNE WH()OPMAIMOHHBIX HOCHUTENEH, CaMHX CPEICTB MH(POPMATH3AIUHU, UCKIIOYAOIIUMU
HAXO0XJIEHWE BHYTPHU KOHTPOIUPYEMOH (OXpaHIEMOi) 30HbI TEXHUUYECKUX CPEICTB Pa3BEIIKH.

4.5 AnnapaTHo-nporpaMMHble cpeacTBa 3amuThbl I11n

TexHuueckue (anmapaTHO-NMPOrpaMMHBIE) MEpbl 3alUThl OCHOBaHbI HAa HCIOJb30BAHUU
Pa3JIMYHBIX 3JIEKTPOHHBIX YCTPONCTB U CHEIUAIBHBIX Mporpamm, Bxoasimumx B coctaB UCIT/Ix u
BBIMOJHSIONINX (CAMOCTOATEIBHO WM B KOMILUIEKCE C APYTUMHU CPEACTBAMU) (DYHKIUU 3AIIUTHI
(uneHTUGUKALNIO U ayTeHTU(UKALUIO MOJIb30BaTeNel, pasrpaHUUeHUe JOCTyMa K pecypcam,
PErUCTpalnio COOBITUH, KpUNITOrpaguuecKkoe 3aKkpeITHe HH(OOPMALIUY U T.11.).

C yderom Bcex TpeboBanwmii u mpuHIUnoB odecneuenus: 6ezonacuoctu [1In 8 UCIT I no
BCEM HaIPaBJICHUSAM 3aIIUTHI B COCTaB CUCTEMbI 3aIIUThI IOJKHBI OBITh BKIIFOUEHBI CIEAYIOLINE
cpencTBa:

- cpeactBa  uaeHTU(UKaMKM (OMO3HABaHUS) H  ayTeHTH(PHUKAUUU (TIOATBEPKIACHHUS
noyinHHOCTH ) nofik3oBatenen UCIH;

- CpeicTBa pasrpaHUYEeHHs] JOCTyNa 3aperuCTPUPOBAHHBIX IOJIB30BATENEH CHUCTEMBI K
pecypcam UCITIx OO;

- cpeAcTBa o0ecreueHuss U KOHTPOJIS LIEJTOCTHOCTH MPOTPAMMHBIX U WH(MOPMAIMOHHBIX
pecypcos;

- Cpe/cTBa ONEPAaTUBHOIO KOHTPOJIS U PETMCTPALIUU COOBITUI O€30MaCHOCTH;

- kpunrorpaduyeckue cpeactna 3amutsl [1/1x.

VYcenemHoe NPUMEHEHHWE TEXHUYECKHX CPEACTB 3alUTBl HAa OCHOBAaHWUU IIPUHIIMIIOB
(pa3men 5) mpenrosiaraeT, YTO BBIMOJTHEHUE TMEPEYUCIICHHBIX HIDKE TpeOOBaHUM 0OecreueHo
OpraHU3aIlMOHHBIMUA  (aIMUHUCTPATUBHBIMH) MEPAMH W  HCHOJb3yeMbIMU (U3HUYECKUMU
CpeICTBaMH 3allUThI:

- obecrieuena pusnyeckas 1meaocTHOCTh Bcex komnoneHT MCIIIx;

- KaXIplii coTpynHuk (momb3oBarens MCIIJIH) wnu rpynma moibp3oBaTened  UMeeT
VHHUKQJIbHOE CHCTEMHOE HMS M MHUHUMAJIbHO HEOOXOIMMBbIE [JISl BBIMOJHEHUS MM CBOMX
(GYHKIIMOHAJIBHBIX 0053aHHOCTEN MOJTHOMOYHS M0 AOCTYITY K pecypcaM CUCTEMBI;

-8 UCIIJJlH OO paszpaboTka W OTJagka MPOTrpaMM OCYIIECTBIAETCS 3a TpeaeaaMu
NCIIIH, Ha uCTIBITATEABHBIX CTEH/IAX

- BC€ M3MEHEHHUS KOH(PUrypaluu TeXHUYeckuX u mnporpammubix cpencts MWCIIn
MPOU3BOJIATCS CTPOTO YCTAHOBIEHHBIM TMOPSAKOM (PETUCTPUPYIOTCS U KOHTPOIUPYIOTCS)
TOJIBKO HAa OCHOBaHWM pacnopsbkeHui pykoBoactsa OO;
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- ceTeBoe 000py/nOBaHHE (KOHIIEHTPATOPhI, KOMMYTATOPhl M T.I.) pacrojaraercs B
MecTax, HEIOCTYITHBIX ISl IOCTOPOHHUX (CIEIAIbHBIX MOMEIICHUSX, Kadax, U T.II.).

- cnenuanuctamu OO OCYLIECTBIISIETCS HENPEPHIBHOE YIPaBICHUE M aJMHHHUCTPATUBHAS
noaJepKka QyHKIMOHUPOBAHUS CPEACTB 3aIUTHI.
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5 Kontpous 3¢ pekTuBnoctu cucrembl 3amutsl UCITIn OO

Kontpoib s3¢dpexruBrocTr C3I1/IH 10KEH OCYIIECTBISETCSA HA TEPUOIUISCKON OCHOBE.
Llenpto koHTpoOJsE 3(P(HEKTUBHOCTH SIBISETCS CBOEBPEMEHHOE BBISBICHUE HEHAJISKAIINX
pexxumoB pabotel C3IIJIH (OTKIIOYEHHE CPENCTB 3alUThl, HAPYIIEHUE PEXKHMOB 3allUTHI,
HECAHKI[MOHUPOBAHHOE HW3MEHEHUE pPEXKMMa 3alllUuThl W T.M.), TPOTHO3UPOBAHUE aTaKk U
NPEBEHTHUBHOE pearnpoBaHKe Ha HOBbIE Yrpo3bl Oe3omacHocTu [1/1H.

KoHTponk MOXeT mpoBOAUTHCS Kak aaMuHucTparopamu Oe3omacHoctn MCIIH
(omepaTUBHBIN KOHTPOIBL B Tporecce nHpopmanuonHoro B3aummopeiicteus B MCIIIH), Tak u
MIPUBJIEKAEMBIMU JJI1 3TOM LEIU KOMIETEHTHBIMH OPraHU3alUsMH, UMEIOIIUMH JULIEH3UI0 HA
3TOT BUJ JiesITenbHOCTH, a Takke DCTIK Poccun u ®Ch Poccuu B peennax ux KOMIETEHIIUH.

KoOHTpoib MOXET OCYyHIECTBIATHCA aIMUHUCTPATOPOM O€30MacHOCTH KaK C IOMOIIBIO
LITaTHBIX CPEICTB CUCTEMBbI 3amuThl [IJ[H, Tak M C MOMOIIBIO CHEUANIbHBIX MPOrPAMMHBIX
CPE/ICTB KOHTPOJIS.

Onenka 3¢ pextuBHOCTH Mep 3amuThl [1/[H MPOBOIUTCS ¢ HCIIOB30BAaHHEM TEXHUYCCKUX
Y TIPOTPaMMHBIX CPEACTB KOHTPOJISL HA TIPEIMET COOTBETCTBHUS YCTAHOBJICHHBIM TPEOOBAHUSIM.

25



6 Cdepnl oTBeTcTBeHHOCTH 32 Oe3onmacHOCTh I1/IH

OTBeTCTBEHHBIM 3a pPa3pabOTKy Mep U KOHTPOJb Haj olecredyeHueM O0e30macHOCTH
MEPCOHAIBHBIX JAHHBIX SBISIETC aJAMUHUCTpPATOp MHGOpPMAIMOHHON Oe3omacHOCTH (Halee -
AWB), Haznagaemsiii mpukazomM aupekropa OO.

Cdepa orBerctBenHocTH AWDB BKIIOYAeT ClEAYIOIIME HAIMpPaBICHUS OOECIICUECHUs
6e3onacuoctu [1/1H:

- IlnanupoBanue u peanuzanus Mep no odecrneyenutro d6e3onacuoctu [1/1H.

- Ananu3 yrpo3 6ezonacuoctu [1/1H.

- PazpaboTky, BHenpeHHE, KOHTPOJb HCIHOJHEHUS U TOJJEepXKaHUE B AaKTyaJbHOM
COCTOSIHUM TOJINTUK, PYKOBOJICTB, KOHLIENIIIUHI, IPOLEAYD, PETVIAMEHTOB, UHCTPYKLIUNA U JPYTUX
OpraHU3aIMOHHBIX TOKYMEHTOB I10 00ECTIEYCHUIO OE30MaCHOCTH.

- Kontpouns 3amumennoctu UT-undpactpykrypst OO ot yrpo3 Ub mytem.

- Obyuenue u unpopmupoBanue nonn3oBareneit UCII[In o nmopsnake pabotsl ¢ [11H u
CpenCcTBaMU 3aIUTHI.

- [IpenoTBpanieHue, BbBISBICHHE, pEAarupoOBaHHE W  PaACCIEIOBAHME  HapyLICHHM
6e3onacuoctu [1]1H.

- He pexe omHoro pasa B KBapTain (a Npu HAIWYUM HEOOXOIMMOCTH U dHalle)
uHpopmupoBanue pykoBojacta OO o cocTosTHUM HHPOPMALTMOHHOW OE€30MTaCHOCTH.

[Tpu B3aUMOJEHCTBUU CO CTOPOHHHUMHU OpPraHM3alMsIMH B CIy4yasX, KOI/Ia COTPYIHUKAM
ATHX OpraHW3alMid TPEJOCTAaBIIACTCS IOCTYN K oObekTaM 3amuThl (pasgen /3/), ¢ 3TuMu
OpraHu3alsIMH JOJDKHO ObITh 3akimroueHo Cornamenne O KOH(UIACHIMANBHOCTH,  JIHOO
Cornamenue o cobmoaenuu pexkuma 6ezonacHoctd [Tl npu Beimonnenuu pador B UCII/IH.
[TonroroBka THUIOBBIX BApUAHTOB JOTUX COIJIAIIEHUH OCYILECTBISETCS COBMECTHO C
IOpuanueckum oTaeIoM.
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{ Moxean HapymuTesi 0e30MacHOCTH

[Ton mapymurenem B OO moHMMaeTcs JIMLO, KOTOPOE B PE3yJbTaTe YMBIIUICHHBIX WM
HEYMBIIJICHHBIX JEHCTBUNA MOXKET HAaHECTH yIiepO oObekTaM 3amuThl (pasaen /3/).

Hapymmurenun mnoapasnensaiorcs no mnpu3Haky npuHagiexHoctu k HMCII[H. Bcee
HApYILIUTEIHN ACNATCA Ha IBE TPYIIIbI:

® BHCIIHUE HApyIIUTEIN — (QU3WYECKUE JHIA, HE HMEIOLIUe IpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIUPYEMOW 30HBI, B TMpefesiax KOTOpoil pasmemiaerca 00OpyAOBaHUE
NCTI/H;

® BHYTPEHHUE HApyIIUTEIH — (PUINYECKUE JUIa, HUMEIOLIME MpaBO MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIUPYEMOW 30HBI, B TMpefesiax KOTOpoil pasmemiaerca 00OpyAOBaHUE
NUCTIn.

Knaccupukanuss HapymmuTeneil mpeacraBieHa B Moxpenu  yrpo3  0€30MacHOCTH
nepcoHanbHbIX HaHHbIX MCI/H.
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8 Monens yrpo3 0e30acHOCTH

Hnsa UCITOa OO BBILACIAIOTCS CIEAYIOIIME OCHOBHBIE KAaTErOpUU Yrpo3 OE30MacHOCTH
MIEPCOHANIbHBIX TaHHBIX:

1) Yrpossl OT yTeuku 10 TeXHHYECKUM KaHAJIaM.

2) Yrpo3bl HECAHKIMOHHPOBAHHOTO JOCTYTA K HH()OPMAIHH:

- Yrpo3sl yHMUTOXX€HUS, XulleHus anmapatHelx cpeacts  MCII/IH  Hocurenei
uHpopmanuu mytem ¢uzndeckoro gaocryna k anemeHTam UCIIJIH.

- Yrpo3sl XWIICHWS, HECAHKIMOHMPOBAHHOW MOAM(UKAIMKA WM  OJOKHUPOBAHUS
uH(popMaluu 3a cueT HecaHkiuonuposanHoro nocryna (HCJI) ¢ mpumenenueMm mporpammHoO-
anmapaTHbIX M MPOTrPaMMHBIX CpPEACTB (B TOM YHCJIE MPOrpaMMHO-MaTeMaTHYECKHX
BO3JICUCTBUI).

- Yrpo3sl HeNpeaHaMEpeHHBIX ACHCTBUI MOJb30BaTeNell W HapylleHUH Oe30MacHOCTH
dbyukumonuposanust UCIT/In u C3I1/{H B ee cocTaBe u3-3a cO0EB B IPOrPaMMHOM OOECIICUEHUH,
a TaKkKe OT Yrpo3 HEaHTPOHOreHHoro (cOoeB ammapaTypbl M3-3a HEHAJEKHOCTU 3JIEMEHTOB,
cOOEB DJIEKTPONUTAHUS) U CTUXUHHOrO (yAapoB MOJIHUM, IOXAapOB, HABOJAHEHUNH M T.IL.)
XapaKTepOB.

- Yrpo3bl IpeIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYILIUTEICH.

= prOBH HCCAHKIMMOHHUPOBAHHOI'O AOCTYIIA I1IO KaHaJIaM CBA3HU.

Ornucanue yrpo3, BEpOSTHOCTh UX pPealii3allii, OMIACHOCTh U aKTYallbHOCTh MPEICTABIICHbI
B Mogenu yrpo3 6e3onacHoctu nepconanbHbix qanubix UCIH.

28



9 Mexanusm peanusanuu Konuenuuu

Peanmsanus KoHnenum gomKHa OCYIIECTBISATHCS HA OCHOBE NEPCIIEKTUBHBIX IPOrpaMM
¥ IIJTAHOB, KOTOPBIE COCTABIISIOTCS HA OCHOBAHUH U BO HCIIOJHEHHE:

- (enepanbHBIX 3aKOHOB B 00jacTu obecredueHus MHPOPMALMOHHON 0€30macHOCTH U
3aIIUTHl HH(OPMALIUH;

- nocra”osyieHuii [IpaBurenscrBa Poccuiickon @enepanny;

- PYKOBOJISIIIIUX, OPraHU3allMOHHO-PACTIOPSAUTENBHBIX U METOAMYECKUX JIOKYMEHTOB
®OCTOK Poccnm;

- notpebnoctert UCII/IH B cpencTBax obecnieueHust 6€301mMacHOCTH HH(DOPMAIIH.
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10 Oxnnaemsrii 3¢ dexT ot peasuzannu Konuenuun

Peammzanms Konnenmuu 6e3onacuoctu I[1/n B UCITIH mo3BosuT:

- OleHUTh cocTossHue Oe3onacHoctu uHpopmauun WCII[IH, BBIABUTP HCTOYHUKHU
BHYTPEHHUX U BHEIIHUX YIpo3 MH(GOPMalMOHHON 0e30MacHOCTH, ONpPENeiIUTh MPUOPUTETHBIC
HaIpaBJICHUS IPEJOTBPAIICHUS, OTPAKECHUS U HEUTpaIU3aIlK 3TUX YTPO3;

- pazpaboTaTh  pacHopsIUTEIbHbIE W  HOPMATUBHO-METOAMYECKHE  JOKYMEHTHI
npumenutensrHo k UCITIH;

- mpoBecTH Kiaccuduranuio u cepruduxanuio UCI1H;

- TIPOBECTH OPTaHHU3AIMOHHO-PEKUMHBIE U TEXHHYECKUE MEPOMPHUATHS 1O 00ECIECUCHUIO
oesomacuoctu I1/n B UCITdH;

- o0ecrnednTh He0OXOUMBIN YPOBEHB 0€30MaCHOCTH 0OBEKTOB 3aAIIHTHI.

OcyllecTBI€HHEe JTUX MEPONPUATHI 00€CleYnT CO3JaHHE EIAUHOM, UENOCTHOW W
CKOOpAMHHUPOBaHHOU cucTembl nHpopmannonHon 6e3zonacuHoct MCIIH u co3mact ycnoBus
JUTS €€ TajbHENIIero COBEPIICHCTBOBAHUSI.
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11 CHnucoK HCNMOJIb30BAHHBIX HCTOUHHKOB

OCHOBHBIMH HOPMATHUBHO-TIPABOBBIMH W METOJMYECKUMH JIOKYMEHTaMH, HA KOTOPBIX
Oazupyertcs Hacrosmas Konuenmus, siBiIsitOTCS:

1 ®enepanpubiii 3akoH ot 27.07.2006 1. Ne 152-03 «O nepcoHanbHBIX JaHHBIX» (Haiee —
®3 «O mnepcoOHANBHBIX JAHHBIX)»), YCTAHABJIMBAIOLIMNA OCHOBHBIC TPUHLHUIBI U YCIOBUS
obpabotku I1]IH, mpaBa, 00s13aHHOCT ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUH, CBSI3aHHBIX
¢ obpadotkoii I1/1H.

2 ITocranoBnenue [IpaBuTenscTBa PO OT 01.11.2012 Ne 1119
"O6 yrBepkAeHUM TpeOOBaHMM K 3alIUTE I[EPCOHATBHBIX JAHHBIX MpU UX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANbHBIX JaHHBIX'.

3 «llopsimox mpoBeneHus kiaccupukauud HHPOPMAIMOHHBIX CHCTEM IE€PCOHATbHBIX
JIAaHHBIX», yTBepkAeHHbIA coBMecTHBIM [Ipukazom @CTIK Poccuu Ne 55, @Ch Poccuu Ne 86 u
Mununpopmessizu PO Ne 20 ot 13.02.2008 r.

2 «ITomoxxeHne 00 OCOOCHHOCTSX OOpPaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISEMON
0€e3 UCNOIb30BaHuUs CPEICTB aBTOMATU3aLUNy, yTBepxkaAeHHoe [loctanoBieHneM IlpaBurenscTBa
P® ot 15.09.2008 r. Ne 687.

3 HopmatuBHO-MeTOMYEeCKHE JTOKYMEHTh DenepanbHOil ciayxObl MO TEXHUYECKOMY M
sKcrepTHOMY KoHTpolto Poccuiickoit denepanuu (nanee - ®CTOK Poccun) no obecneueHuto
6e3omacuoctu [1/]n npu ux obpadotke B UCII/IH:

4 PexoMeHIaMM TIO OOECHEUEHUI0 OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPH HUX
o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JAHHBIX, yTB. 3aM. JIHUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)

5 OCHOBHBIC ~ MEPOIPHUATHS IO OpPraHM3alMM W  TEXHUYECKOMY O0OCCIEUYCHHUIO
0€30MacHOCTH MEpPCOHANBHBIX JaHHBIX, OO0paldaThIBa€MbIX B HWH(GOPMAIMOHHBIX CHCTEMax
NePCOHAIBHBIX JaHHbIX, yTB. 3aM. gupektopa ®CTIOK Poccun 15.02.08 r. (ACII)

6 ba3zoBas monenp yrpo3 0€30MacHOCTH TMEPCOHANBHBIX MaHHBIX MPU UX 00paboTKe B
WH(OPMAILIMOHHBIX CHCTEMax MEPCOHANBHBIX JNaHHBIX, yTB. 3am. aupekropa OCTOK Poccumn
15.02.08 r. (ACIT)

{ Metonuka onpeJeeHus akTyalbHBIX YIpo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPH
ux o0paboTke B MHGOPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAaHHBIX, YTB. 3aM. IUPEKTOpa

®CTIK Poccun 15.02.08 . (JICII)
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